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Electronic commerce over the Internet is now tens of bil- ABSTRACT lions of dollars per year and growing. This article describes 
how objects used in EC can be located and protected from unauthorized access. It 
discusses the three kinds of EC: customer interactions with a business, business inter- 
actions with other businesses, and interactions within a business. It characterizes the 
object retrieval and access management required to support the types of EC. It 
describes how metadata expressed in XML can be used to locate objects for retrieval 
and how a public key infrastructure along with role-based access control can bc used 
to implement the distributed authentication and access control necessary to support 
complex access policies. In addition, the article describes activities within the Infor- 
mation Technology Laboratory at the National Institute of Standards and Technology 
which contribute to the development of related standards and tests. 

I so long ago, e-mail, ncws, and file tiiiisfcrs 
of frcc information dominated traffic on the 
lntcrnct. Now, the Web dominates Internet 
traffic. Web activity includes not only the 
cxchange of free information, but also tlic 
salc of  goods and scrviccs. Evolution of the Wcb may also 
providc a medium for kiiowlcdgc cxchangc. 

Elcctronic commcrcc (EC) is the process of clcctronically 
conducting husincss among various cntities in order to satisfy 
an organizational or individual ohjcctivc. A kcy ingrcdicnt of 
EC, somctimcs rcfcrretl to a s  clcctronic trading, is thc atlvcr- 
tiscmciit and procurcmcnt of goods and services over the Inter- 
net. ‘rhc succcss and volume of EC on the Wcb has  bccn 
widely reported. Consumers in the U.S. spent $8 billion ovcr 
thc 1998 holiday season 121. Projections for E C  revcnnc, which 
includes 110th consumcr and business-to-business aclivily, by thc 
ycar 2002 vary soincwhcrc bctwcen $300 and $500 billion, a 
fourth of which is the result of consuincr purchases 13, 41. This 
implies almost a factor of 2 compound animal growth ratc. 

In 1997 Presidcnt Clinton said, “Tradc and cominerce on 
thc Intcrnct arc doubling or tripling every ycar. IC we cstablish 
an environmcnt in which E C  can grow and flourish, then 
every computer can be a window opcn to cvery business, large 
and small ,  everywhere in t h e  world.” Sec the  ar t ic le  by 
Maxwell et al. on policy in this issuc. The  number of “.corn” 
Web sites is approximately 60 percent of all Wcb sites world- 
wide [5]. The succcss of the Web for coinmcrcial cntcrprisc 
will continuc to attract inorc E C  to thc Web. There are scver- 
a1 othcr factors that will Icad to incrcascd Wcb use. 

From the bcginning, tlic National Instilute of Stantlards 
and Tcchnology’s Information Technology 1,aboratory 
(NISTIITL) has rccognizcd the importance and rapid growth 
in EC. l h e  goal of NISTIlTL is to hclp develop the teclinolo- 
gy to support higher-quality Web and Internet use, enabling 
higher-quality objects to safely he cxchangcd ovcr thc Wcb. 

-- 

For example, NISTIITI. is working with the 
Instructional Management System (IMS) [6] 
projccl  of EDUCAUSE,  a consortinni of 
academic and industry suppliers and uscrs of 
cducational material, to tlcvclop specifica- 
tions and prototype implementations which 
will allow cducational objccts of any type 
and sizc to  he shared across thc  Web and 
rcuscd on diffcrcnl platforms. Thcso ctluca- 
tional objccts may be for salc, but thcy also 
may he tlistributcd free of charge. By pro- 
moting tlic cxchangc, regardless of cost, of 
objccts in a specific doniain likc cducation, 
NISTiITl, is demonstrating thc value of stan- 
dards to achicvc ititcroperability and jump- 
starting EC in its truest SCIISC. 

I n  addi t ion to EC projccts  within 
NISTIITL, NIST has funded and currcnlly 
funds scvcral  projccts in E C  through tlic 
Advanced Technology Program (ATP) 171. 

Thcsc iiicludc dcvclopnietit of a tool suite cnabling coinmcr- 
cia1 software vcndors to rapidly dcvclop, maintain, and join 
familics of bnsincss applications that work togcthcr and can 
bc updatcd in parallcl 1x1; applying objcct-oricntcd technology 
to providc cfficicnt, scalable parallel-computing software and 
algorithms that can be incorporatcd casily into busincss appli- 
cations [9]; dcvclopmcnt of tools and infrastructurc to enablc 
tlic incorporation of Well-hased resources its components in 
semantic-based frarncworks for con~posiiig new scrviccs 1101; 
and design of a rigorous process and core testing technologics 
for cnsuring the sccurity of software components [ I  I]. Thc 
results of NIST intramural and cxtraniural projects such as 
tlicse have helped to makc tlic Uiiitcd Statcs the leader in 
hoth the we of E C  and the technological dcvelopmcnl of thc 
infrastructurc that cnahlcs EC. 

T h e  Web  supports  t he  exchange of two basic typcs o f  
objects: objects that consist only of data, and objects that con- 
sist of data and proccss. Data only objccts inclodc Hypertext 
Markup Language (HTML) documents, graphic images, audio, 
and video. Only data nccds to bc cxchanged because the data 
rcpresentatioti is in a standard form and thc proccss nccdcd to 
interpret  the data  is par t  of or adjunct lo Wcb browscrs. 
Objccts that arc both data and process include Java applets and 
Object Management Group (OMG) Common Ob,jcct Rcqucst 
Hrokcr Architecturc (COKBA) ohjects. Such objects would bc 
uscd to implcment things likc cducational courscwarc and h 
ticss objccts rcprcscnting spccializetl business processcs. As 
on the Wcb incrcascs, cach object is growing in sizc. To tnorc 
cffcctivcly manage Web usc and Internet traffic, thcsc objccts 
must he organizcd and acccsscd more efficicntly. 
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T h e  currcnt  numher of Wcb p>igcs capablc  of hcing 
indexctl is cstimatcd to hc 320 niillion L I Z ] .  Wch scarch 
cngincs vary :is to thc pcrccntzigc of thcsc pages that thcy arc 
ahlc to index. Thc hcst scarch eogincs arc ahlc to index on ly  
about  a third of all Wcb pages. Improvcmcnts i n  scarch 
ciigirics will increase the nmnhcr of Web pagcs indcxcd 1131. 

Currently, thcrc is an abimdmcc of so-called information 
applianccs. Examples includc tclcvisions coiincctcd to the Web 
through dialup and cahle lines, wirclcss smart phoncs, sniiirt 
automobiles, palmtops, active badges, palmtop computcrs, clcc- 
tronic pcrsonal assistants, and dcvices tnonitoring q)pliaiiccs in  
smart homcs. Not  only will the  numlicr of thcsc dcviccs 
increase, but morc ol thcm will be conncctctl to thc Wch. 

Thc Wcb is also bcing uscd in  more innovativc ways. 
Entcrtainmcnt compmics arc combining prograinniing on tra- 
ditional media, such as inovi ncl television, with program- 
ming on t he  Wch.  For example,  pulilic tclcvision now 
refcrcnces Weh pagcs during their tclcvision progi-aim as ii 
source of further information. In addition, public tclcvision 
broadc;ists Web pagcs as part of their tclcvision hro;idcast. 
Thcsc pagcs cim be obtaincd dircctly by a PC with 21 video 
board that can rcccivc the television signal. Windows OX’ 
corncs with software supprt  cor soch hoards. 

Thcsc and other factors will substantially increase Wch use 
and conscqucntly, Intcrnct traffic. Although it is beyond thc 
scopc of this article, it is import;int to note that EC objects 
will have attributcs usahlc by Intcrnct traffic maiiagcmcni 
processors to ciiablc thc proper latcncy, sccurity, and synchro- 
nization of thc mcssagcs used for ol7jcct cxchaiigc. 

EC GIII be dividcd into thrcc broad calcgorics: customer-to- 
busincss, busincss-to-busiiicss, and intrabusincss. Whcn a cus- 
tomer intcracts with i i  business, t hc  husiilcss moclcls arc  
usually simplc, straiglitfoiward, and relativcly thc siimc regard- 
less of who thc custoiner/busincss is (c.g., a custorncr purchas- 
ing a book from a bookstore). While a business cini intcract 
with anothcr business 21s just a customcr, thc hiisincss inodcls 
of business-to-business relationships arc vcry often nwch morc 
complicatctl. Businesses often havc cltrsc, long-tcrm rclation- 
ships (e.g., a joint tlcvclopmcnt and markcting agrccmcnt). 
Such relationships can involvc complcx transactions rcquii-ing 
a morc complcx use of infortnation tcchnology (scc tlic articlc 
by Cho in this issuc). Intrabusincss trmsactions can he analo- 
gous to  either of the first two catcgorics, sincc husincsscs 
comprisc individuals who nccd to intcract with a scgmcnt of 
thc busincss, as well 21s suborganizations who nccd to intcract 
with other suborgauizations. EC in govcrnmcnl can be of all 
tlircc types: customer-to-l)usincss (e.g., the public ol>taining 
govcrnmcnt serviccs); husincss-to-husiiicss (e.g., intcragcncy 
or industry-agciicy relationships); or intra-business (c.g., sui)- 
organization rclatiotiships). I n  this articlc we will only addrcss 
the first two catcgorics of EC, sincc inirahusincss transactions 
can be descrihcd in tcrins of the other two catcgorics. 

This articlc cxmnincs oljcct rctricv:il and iicccss matiegc- 
mciit rcquircmcnts ncedetl to maintain thc ratc of iticrcasc in 
EC for both customer-to-husincss and busincss-to-business 
EC. Thc Wch must be ;iblc to support the increasing traffic o f  
objects involved in EC. Morcovcr, hotli consu~iiers and bnsi- 
iiesses must havc confidcncc that the objects thcy make wail- 
ahlc on thc Wch are protcctcd from unaulhorizcd ?icccss. In 
gciicral, because husincss proccsscs arc simplcr in customcr- 

to-busincss comnicrcc, tlata only olljccts inay I ic sull’icicnt. On 
the othcr hand, I ~ t ~ s i n c s s - l o - l i ~ ~ s i l l c s s  coinnicrcc often rcquircs 
ohjccts that arc both tlala and proccss. 

CUSTOMER-TO-BUSINESS APPLICATIONS 
Ohjcct rctricval rcquitcs a means or tlcscribiiig i i t i  objcct in 
ordcr lor  ol>,jccts to he located according to tlicir charactcris- 
tics. Objects in custoiiicr-to-husiii ipplications arc priiiiai-ily 
Web pages. Currently, automalcd indexing all thc words with- 
in a Wcb pagc itlcntilics t h e  characteristics 01 thcsc Wch 
pages. Ol),jcct characteristics may also he itlcittilicd hy means 
ol objcct “mctadai;i” dclincd by thc Web page crc;iliit. Mcta- 
da t a  c a n  bc iiscd to rctlucc t h e  amoun t  o f  in lormation 
rcquircd to bc proccssctl and storct l  in ordc r  to  loca te  an 
objcct for rctricval. ‘I’lic Exlcnsiblc Miirkup I,;ingni!gc (XMI,) 
is ctimnionly used to cxprcss inetacl; NISTilTL IS d ~ v ~ l ~ p -  
iiig confornimcc tests fcir X M I ,  pro wrs 1141, cnsuring that 
XML syntax is corrcctly intcrprclcd. As mcnlionctl in thc 
introduction, NIST/ITI, is ;ilso helping io dcvclop thc IMS 
incladata stantlard, which is cxprcssctl in X M I ,  [ 151. ‘I‘his stan- 
dartl allows for the ci‘ricicnt o f  ct1uc:itional oljccts 
that coiilorm to tlic LMS spec 

CIistomcr-to-l)iisincss applications require rnanaging ~ C C C S S  

to Wch pages. Acccss inaiiagcmciit corisists o f  two aspccts: 
authciiticatioii a n c l  iicccss control. Anthcntication requirc- 
mcnts for custotncr-to-busincss epplications ;ire usually less 
stringciit than for business-io-busincss ;qiplic;ition 
uscrnamc/passwor~I mcch:inisms ;ire usually SI I  lficicn , assum- 
ing passwords arc not passctl in tlic clcar over tlic coinmimi- 
cations chaniicl. Acccss to Icgicy systems siicli as, niainlramc 
tlatab;iscs, over tlic Wch is a significant prtihlom with regard 
to authenticetion aiid iicccss control. E.acli l c p c y  systcm may 
iisc c l  i ffcr c nt  in cch iiii i s i n s .  NI /lTI. is wol-king with thc 
Ilepartmcnt 01  Vctcrans Affairs to tlcvcltrp aiithciitic;ition 
“proxies” which will cnd>lc a single point of iicccss to legacy 
systems with dilrcrcirt authcntic;ition iiiicl xccss  control mcch- 
anisms 161. 

cations arc usuelly simple, managing iicccss to tlicsc olijccts 
ciiii be expensive aiitl error-prone. Role-hasctl ~ C C C S S  control 
(1WAC) is an ~ C C C S S  control iiicchiniism t h a t  can lower t h e  
cost o f  ~ C C C S S  managcmcnl.  HAC is ahlc i o  specify mtl 
cnforcc cntcrl~risc-spccil ic . urity policics i n  ii way that 

IO an organization’s structurc. With IILIAC, i t  
‘y to transliitc tlic ntitiirel orgaiiizational vicw 
rcqiiirctl hy t he  ~ C C C S S  contro l  i1icch;inism. 

With RBAC, thc natural otg;inimtionaI vicw is the acccss 
control mcchanism. I n  customer-to-busiticsc; applications, 
roles such a s  customer, prcfcrrcd customcr, ; i n c l  cmploycc 
would be typical. 

Furtlicrinorc, siiicc I U A C  rcstricts ini intlivitlual’s access 
only to objects associatctl with the rolc hc/shc ix assignetl, cus- 
tomer-to-busiiicss traiiseciions arc i i i i icl i less l i  kcly to providc 
inlormation to un;iuthorixcd customers. NIS’J’/lTI, dcvclopcd 
an RBAC: model along with ii prototype implcmciitation ant1 
administrative tools [ 171. 

Although htisincss riiodcls of custoiiicr-to-l)iisiii 

BUSINESS-TO-BUSINESS APPLICATIONS 
I3cSorc consiniicrs knew o f  the tcrin /ronic cimnrwce,  busi- 

wcrc cngagcd in thc electronic exchange of  goocls and 
scrviccs. ‘I‘Iic pcrcentagc of co~isiniicr activity in UC i n  terms 
of tlollars, which was ncgligihlc i is  recently as :I few years ago, 
will grow to approximately crccnt o f  ill1 fic by thc ycar 
2002 131. EC hctwccii busiii hcgan over lirivatc nctworlts 
and has signific;uitly niigretctl to thc Intcrncl. N I S I ’  partici- 
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patcd in tlic tlcvelopmcnt of the electronic data intcrcliangc 
(Elll) stantlard, which has hccn iiiid continucs to I)c a means 
for business-to-busiiicss electronic transactions [It;]. 

I n  gcncral, thc objcct rctricval ancl ~ C C C S S  inanagcnieiit 
rc qui rcnicn t s arc  grca 1 c r Tor Iiusine ss - t 0-1) ti si n c ss co ni - 
mercc. With rcspcct to object rctricval, thc objccts, normal- 
ly both data and process, tiscd to support complcx husincss 
intcractioiis arc not a s  amcnablc to autoinatcd indexing a s  
objects  which a r c  pr imari ly  tcxl .  Thc use o f  n ~ c t a d a t a  
cxprcsscd in XML in conjunction with objcct repositories, 
such as thosc iiscd with COIIBA, is not only iiiorc cfficicnt 
hut vcry often tlic only cffectivc way to  idcntify an object's 
characteristics. 

Complex authcntication mcclianisms, such as,  ii piihlic key 
inCrastructurc (L'KI), may bc rcquircd. NlSl'/I'U, is dcvcloli- 
itig standards and conformancc tcsls Cor PICL I19]. Another 
article in this issue, by Wing and O'Higgins, tlcscribcs thc PIC1 
in more dclail. I n  addition, iicccss policics may tie so complcx 
that thcy cannot IIC cxlircsscd cfficiently using HBAC (e.g., il 
uscr's accountant is able to ~ C C C S S  the user's insurance compii- 

policies arc cmbcddcd in ;ipplic;ition codc, and when policics 
change applications must bc modilicd. To rcinctly this proI)- 
lem, the Rcsourcc Access Ilecision ( R A D )  interface [20] 
dcvc lopcd  within tlic Ohjcct Management  G r o u p ,  w i t h  
NISTIITL participation, providcs a st;indard objccl l'ramcwork 
enabling all EC applications to decouplc application logic 
from RCCCSS control logic. 

t1y r ~ c o r d s  only i r  the ~ s c r  has C O V C ~ L I ~ C ) .  Very oltcn, soch 

In Iiiisiiicss-to-husiiiess applications such as joint clcvclop- 
mcnt projects, it is usually ne try for tlcsign and inodcliiig 
information to bc cxcliangcd. The Virtual ilcality Modcling 
i,anguagc (VKML) is vcry often uscd to cxcliangc such infor- 
mation. VRML is a powcrful three-tlimciisioiial modeling 
Ianguagc dcveloped spccifically for  iisc on  thc Internet. 
NIST/ITl, lias dcvclopcd 21 comprehensivc set  of tcsts for  
VRMI. browsers[21, 221 along with ii rcfcrciicc impletnctila- 
tion of ii VRMI, parscr [231. Figiirc I illustratcs otic oC t h e  
tcsts  f r o m  thc NIS'l'/il'L VRMI,  Test Suitc. Tlic tcxturcd 
sphcrc tcst vcrifics thal  tlic sphcrc dcfincd hy the  V R M L  
script a t  thc hottom of Fig. I (a splicrc on which the lctters 
"VIS" ;ippcar) is displayed by a VKML browser a s  shown in  
the picture at  thc top of  Fig. I .  Tlicsc coiil'ormmcc tests arc 
necdcd to cnsurc that VKML browsers corrcctly inlcrprct 
and displ;iy conforming VRMI, files. Without the assnraiicc 
provided by a conlormancc tcst suitc, wrong information may 
l ie exchanged. Consumers and busiiicsses alikc nmst be confi- 
dent that inroriiiation sctit will be rcccivcd corrcctly in order 
for  EC to flourish. 

Complex liusincss rclationsliips arc oitcn iniplcmcntcd 
using Java olijccts. Currently, computers arc llic prccloniinant 
way ciistoiiicrs ant l  busincsscs acccss the Internet. I-Iowcvcr, 87 
pcrcciit of  all microprocessors producctl reside in enibcddcd 
tlcviccs, not computers. In thc future, the number and types of  
ciiibcddcd devices, like wirclcss phoncs, pagers, and "smart" 
applianccs,  used to  access the Intcrnct  will significantly 
incrcase (sec tlic article by Kutkowski in this issue). Applica- 

t ions like smart  spaccs,  intcll igcnt 
lionics aiitl autos, antl wcarahlc c o n -  
p u h g  will use cmbcddcd iiscrs' coni- 
piitcrs t h a t  will ~ C C C S S  the  Intcrnct.  
Such small clcctronic network appli- 
aiiccs rcquire rcal-timc JWI platl'orms. 
To allcviatc this Im)l>lcin, NISTITTL is 
leading a n  industry group which is 
tlevcloping rcquiremcnts lor  cmbedded 
and rcal-time Java 1241. 

CONCLUSION 
#VRML V2.0 utf8 
# 
# NIST VTS VI .O 
# 
# Module: Geometry 
# Node ; Box 
# 
# texture.wr1 - A  default sphere with a simple imagetexture 
# applied. The texture should cover the entire surface, and 
# wrap counterclockwise from the back of the sphere, beginning 
# alon a vertical line at the back of the sphere. The VTS logo 
# shouqd appear upright, and vertically centered on the sphere 
#when viewed from the front. 
# 
# Features Tested 
# 
# 
# Written; Carmelo Montanez 
# 
# Revision History 
# None 
# 

SRs  - # 5 ,  #6, #? 

Navigationlnfo { type ["EXAMlNE"."WALK,"FLY","ANY"I} 
Shape { 
appearance Appearance { 

texture ImageTexture {url I"vts.jpg"l} 
I 
1 
geometry Sphere { }  

1 

EC is in its infancy. Currcnl BC rcv- 
eiiiic is tens of  billions of  dollars per 
yc;ir. Projcctions for total HC rcvciiuc 

hctwccn $300 ;incl $500 hillion [3, 41. 
'L'liis is almost 21 factor of 2 compoimd 
;innuel growth ratc. The electronic mar- 
ltctplacc of thc luture will most likely 
Iicai- little rcscnihlancc to what is now 
av;iilablc. As Vicc Prcsidcnt Gore said, 
"Soon, clectronic networks will allow 
pcoplc to tfiinscciid tlie barriers of tinic 
atid distance iind t a k c  adv;intagc oC 
glohd markets and business opportuni- 
tics not cvu i  imagiii;ihlc totlay." 

I-lowcvcr, in order to rciilixc its true 
potential, the nascent ficltl oC EC must 
instill in its customers tlie confidcncc 
t h a t  their  cvcryday transactions arc 
correctly transmittcd iiiicl protcctcd 
Sr om ti ii a ti tho r izcd a . NIST is 
funding Iioth intramural iitid cxtramu- 
riil projects provitliiig standards anc l  
conformancc tcsts to ciisurc that infor- 
mation sent  over tlic Iiitcrnct is cffi- 
cicntly localecl, iiiicl correctly 

iiY tilc 2002 v a r y  s ~ ~ ~ ~ l c w i l ~ ~ ~  

~ ~ _ _ _  .- ~ 
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transtiiittcd aiid processed. 111 additiun, NISTII'I'L is dcvclop- 
ing key tcclinologics, li kc role-basctl x c c s s  and public key 
infrastructure, to help ciisurc sccurc distributcd authciitica- 
tion and access to objects of coii~incrcc. Tlic results of NIS'T 
efforts i n  EC havc 11clpcd to rn;iintein the growth in EC iind 
makc the Uiiitcd States the lcadcr iii both the use of  EC aiid 
tlic technological dcvclopincnt o f  thc infrastructure that 
cll~lblcs EC. 
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