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Electronic commerce over the Internet is now tens of bil-
ABSTRACT lions of dollars per year and growing. This article describes
how objects used in EC can be located and protected from unauthorized access. It
discusses the three kinds of EC: customer interactions with a business, business inter-
actions with other businesses, and interactions within a business. It characterizes the
object retrieval and access management required to support the types of EC. It
describes how metadata expressed in XML can be used to locate objects for retrieval
and how a public key infrastructure along with role-based access control can be used
to implement the distributed authentication and access control necessary to support
complex access policies. In addition, the article describes activities within the Infor-
mation Technology Laboratory at the National Institute of Standards and Technology
which contribute to the development of related standards and tests.

For example, NIST/ITL is working with the
Instructional Management Systcm (IMS) [6]
project of EDUCAUSE, a consortium of
academic and industry supplicrs and uscrs of
cducational material, to devclop specifica-
tions and prototype implementations which
will allow cducational objects of any type
and size to be shared across the Web and
rcused on different platforms. These educa-

he World Wide Web has become

a part of daily lifc for tens of
millions of people. Currently, the number of
Web sites doubles every six months [1]. Not
so long ago, e-mail, news, and file transfers
of free information dominated traftic on the
Internct. Now, the Web dominates Internet
traffic. Web activity includes not only the
cxchange of free information, but also the
sale of goods and scrvices. Evolution of the Web may also
provide a medium for knowledge exchange.

Electronic commerce (EC) is the process of clectronically
conducting business among various cntitics in order to satisfy
an organizational or individual objective. A key ingredient of
EC, sometimes referred to as electronic trading, is the adver-
tisement and procurcment of goods and services over the Inter-
nct. The success and volume of EC on the Web has been
widely reported. Consumers in the U.S. spent $8 billion over
the 1998 holiday scason [2]. Projections for EC revenue, which
includes both consumer and business-to-business activity, by the
year 2002 vary somewhere between $300 and $500 billion, a
fourth of which is the result of consumer purchascs [3, 4]. This
implies almost a factor of 2 compound annual growth rate.

In 1997 President Clinton said, *Trade and commerce on
the Intcrnet arc doubiing or tripling every year. If we establish
an environment in which EC can grow and flourish, then
every computer can be a window open to cvery business, large
and small, everywhere in the world.” Scc the article by
Maxwell ef al. on policy in this issue. The number of “.com”
Web sites is approximately 60 percent of all Web sites world-
wide [5]. The success of the Web for commercial enterprisc
will continue to attract more EC to the Web. There are sever-
al other factors that will lead to increased Web use.

From the beginning, the National Institute of Standards
and Technology’s Information Technology Laboratory
(NIST/ITL) has recognized the importance and rapid growth
in EC. The goal of NIST/ITL is to help develop the technolo-
gy to support higher-quality Web and Internet use, enabling
higher-quality objects to safely be exchanged over the Web.
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tional objects may be for sale, but they also
may be distributed free of charpge. By pro-
moting the exchange, regardless of cost, of
objccts in a specific domain like education,
NIST/ITL. is demonstrating the value of stan-
dards to achieve interoperability and jump-
starting EC in its truest sense.

In addition to EC projects within
NIST/ITL, NIST has funded and currcntly
funds several projects in EC through the
Advanced Technology Program (ATP) [7].
These include development of a tool suite enabling commer-
cial softwarc vendors to rapidly develop, maintain, and join
familics of business applications that work together and can
be updated in parallel [8]; applying object-oriented technology
to provide efficient, sculable parallel-computing software and
algorithms that can be incorporated casily into business appli-
cations [9]; development of tools and infrastructure to enable
the incorporation of Web-based resources as compenents in
semantic-based frameworks for composing new services |10];
and design of a rigorous process and core testing technologics
for cnsuring the sccurity of softwarc components [11]. The
results of NIST intramural and cxtramural projects such as
these have helped to make the United States the leader in
both the use of EC and the technological development of the
infrastructurc that cnables EC.

The Web supports the exchange of two basic types of
objects: objects that consist only of data, and objects that con-
sist of data and process. Data only objects include Hypertext
Markup Language (HTML) documents, graphic images, audio,
and video. Only data nceds to be exchanged because the data
representation is in a standard form and the process nceded to
interpret the data is part of or adjunct to Web browsecrs,
Objects that arc both data and process include Java applets and
Object Management Group (OMG) Common Object Request
Broker Architecturc (CORBA) objects. Such objects would be
used to implement things like educational courseware and busi-
ness objects representing specialized business processes. As EC
on the Web increases, cach object is growing in size. To morc
cffectively manage Web use and Internet traffic, these objects
must be organized and accessed more efficiently.
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The current number of Web pages capable of being
indexed is cstimated to be 320 million [12]. Web scarch
cngines vary as to the percentage of these pages that they arc
able to index. The best search engines arce able to index only
about a third of all Web pages. Improvements in scarch
cngines will increase the number of Web pages indexed [13].

Currently, there is an abundance of so-calted information
appliances. Examples include televisions conneeted to the Web
through dialup and cable lines, wircless smart phoncs, smart
automobiles, palmtops, active badges, palmtop computers, clee-
tronic personal assistants, and devices monitoring appliances in
smart homes, Not only will the number of these devices
increase, but more of them will be connected to the Web.

The Web is also being used in more innovative ways.
Entertainment companics arc combining programming on tra-
ditional media, such as movics and television, with program-
ming on the Web. For example, public television now
references Web pages during their television programs as a
source of further information. In addition, public television
broadcasts Web pages as part of their telovision broadcast.
These pages can be obtained directly by a PC with a video
board that can rcceive the television signal. Windows 981
comes with software support for such boards.

Thesc and other factors will substantially increase Web usc
and consequently, Internet traffic. Although it is beyond the
scopc of this article, it is important to note that EC objects
will have attributes vsable by Internet traftic management
processors to enable the proper latency, sceurity, and synchro-
nization of the messages used for object exchange.

EC can be divided into three broad categorics: customer-to-
business, business-to-business, and intrabusiness. When a cus-
tomer intcracts with a business, the business modcls are
usually simple, straightforward, and relatively the same regard-
less of who the customer/business is (c.g., a customer purchas-
ing a book from a bookstore)}, While a business can intcract
with another business as just a customer, the business models
of busincss-to-business relationships are very often much morc
complicated. Businesses often have close, long-term relation-
ships (e.g., a joint development and marketing agrecment).
Such relationships can involve complex transactions requiring
a more complex use of information technology (sce the article
by Cho in this issue). Intrabusiness transactions can be analo-
gous to either of the first two categories, since businesscs
comprisc individuals who nced to interact with a scgment of
the business, as well as suborganizations who need to interact
with other suborganizations. EC in government can be of all
three types: customer-to-business {e.g., the public obtaining
government services); business-to-business (¢.g., interagency
or industry-agency relationships); or intra-business (c.g., sub-
organization relationships). In this article we will only address
the first two categorics of BC, since intrabusiness transactions
can be described in terms of the other two calcgories.

This article cxamines object retricval and access manage-
ment requirements needed to maintain the rate of increase in
EC for both customer-to-business and busincss-to-business
EC. The Wb must be able to support the increasing traffic of
objects involved in EC. Morcover, both consumers and busi-
nesses must have confidence that the objects they make avail-
able on the Web are protected from unauthorized aceess. In
general, because business processes are simpler in customer-

I Because of the nature of this report, it is necessary o mention vendors
and commercial products. The presence or ubsence of a particular trade
name product does not imply criticism or endorsement by the Netional
Institute of Standards and Technology; nor does it imply that the products
identified are necessartly the best available.

to-business commerce, data only objects may be sulticient. On
the other hand, business-to-business commerce often requires
objects that are both data and process.

CUSTOMER-TO-BUSINESS APPLICATIONS

Object retricval requires a means of describing an object in
order for objects to be located according to their characteris-
tics. Objects in customer-to-business applications arc primarily
Web pages. Currently, automated indexing all the words with-
in a Web page identifies the characteristics of these Web
pages. Object characteristics may also be identificd by means
of object “metadata” defined by the Web papge creator. Meta-
data can be uscd to reduce the amount of information
required to be processed and stored in order to locate an
object for retrieval. The Bxtensible Markup Langunage (XML)
is commonly used to express metadata. NIST/ITL is develop-
ing conformance tests for XMIL processors |14}, ensuring that
XML syntax is correctly interpreted. As mentioned in the
introduction, NIST/ITL. is also helping to develop the IMS
mctadata standard, which is expressed in XML {15]. This stan-
dard allows for the cfficient retrieval of edueational objects
that conform to the IMS specifications.

Customer-to-business applications require managing access
to Web pages. Access management consists of two aspects:
authentication and access control. Authentication require-
ments for customer-to-business applications arc usually less
stringent than for business-to-business applications. Simple
username/pussword mechanisms arc usually sufficient, assum-
ing passwords are not passed in the clear over the communi-
cations channcl. Access to legacy systems such as, mainframe
databascs, over the Web is a significant problem with regard
to authentication and access control. Each legacy system may
use different mechanisms. NIST/ITI is working with the
Department of Veterans Affairs to develop authentication
“proxics” which will cnable a single point of access to legacy
systems with different authentication and aceess control mech-
anisms [16].

Although business models of customer-to-business appli-
cations arc usually simple, managing access to these objocts
can be expensive and crror-prone. Role-based access control
(RBAC) is an access control mechanism that can lower the
cost of access management. RBAC is able to speeily and
cnforce enterprise-specifie security policics in a way that
maps naturally to an organization’s structure. With RBAC, it
is not necessary to translate the natural organizational view
into the view required by the access countrol mechanism.
With RBAC, the natural organizational view is the access
control mechanism. In customer-to-business applications,
roles such as customer, picferred customer, and cmployce
would be typical.

Furthermore, since RBAC restricts an individual’s access
only to objects associated with the role hie/she is assigned, cus-
tomer-to-business transactions are much less likely to provide
information to unauthorized customers. NIST/ITI, devcloped
an RBAC model along with a prototype implementation and
administrative tools [17].

BUSINESS-TO-BUSINESS APPLICATIONS

Before consumers knew of the term electronic commerce, busi-
nesses were engaged in the electronic exchange of goods and
serviees. The percentage of consumer activity in EC in terms
of dollars, which was negligible as recently as a few years ago,
will grow to approximately 25 percent of all EC by the year
2002 [3]. EC between businesses began over private networks
and has significantly migrated to the Internet. NIS'T partici-

IFEE Communications Magazine * Scptember 1999

75



pated in the development of the clectronic data interchange
(EDI) standard, which has been and continues to be a means
for business-to-business clectronic trausactions [18].

In general, the object retricval and access management
requirements are greater for business-to-business com-
merce. With respect to object retrieval, the objects, normal-
ly both data and process, used to support complex business
interactions are not as amenable to automated indexing as
objects which arc primarily text. The use of metadata
cxpressed in XML in conjunction with object repositories,
such as those used with CORBA, is not only more efficient
but very often the only cffective way to identify an object’s
characteristics.

Complex authentication mechanisms, such as, a public key
infrastructure (PKI), may be required. NIST/ITI. is develop-
ing standards and conformance tests for PKI [19]. Another
article in this issue, by Wing and (YHiggins, describes the PKI
in more detail. In addition, access policics may be so complex
that they cannot be expressed cificiently using RBAC (c.g., a
uscr’s accountant is able to access the user’s insurance compa-
ny rccords only if the user has coverage). Very often, such
poticies arc embedded in application code, and when policics
change applications must be modified. To remedy this prob-
lem, the Resource Access Decision (RAD) interface [20]
developed within the Object Management Group, with
NIST/ITL participation, provides a standard object framework
enabling all EC applications to decouple application logic
from access control logic.

ﬁVRML V2.0 utfg
# NIST VTS v1.0
#

# Module: Geometry
# Node : Box
#

# when viewed from the front.
#VRML V2.0 utf8
#

# NIST VTS v1.0
#

# Module: Geometry
# Node : Box
#

# texture.wr| - A default sphere with a simple imagetexture

# applied. The texture should cover the entire surface, and

# wrap counterclockwise from the back of the sphere, beginning
# along a vertical line at the back of the sphere. The VTS logo

# should appear upright, and vertically centered on the sphere
i when viewed from the front.

# Features Tested
A SR's - #5, #6, #7

# Written: Carmelo Montanez
#
# Revision History

None
#

Navigationinfo { type ["EXAMINE","WALK","FLY","ANY"]}
Shape
appearance Appearance {
texture ImageTexture {url ['vts.jpg"l}

}
geometry Sphere {}
}

i F.iguré- 1 . ’l'h-c rw»:u'_c.’(l sphere fest_/)‘brﬁ ;‘/l; 1(/[5'/7/;1 } Vi IéM]: Test Suitc‘r o

# texture.wrl - A default sphere with a simple imagetexture

# applied. The texture should cover the entire surface, and

# wrap counterclockwise from the back of the sphere, beginning
# along a vertical line at the back of the sphere. The VTS logo

# should appear upright, and vertically centered on the sphere

In business-to-business applications such as joint develop-
ment projects, it is usually necessary for design and modeling
information to be cxchanged. The Virtual Reality Modeling
Language (VRML) is very often uscd to exchange such infor-
mation. VRML is a powerful three-dimensional modeling
language developed specifically for use on the Internet.
NIST/I'TT, has developed a comprehensive set of tests for
VRMIL. browsers[21, 22] along with a reference implementa-
tion of a VRMI. parser [23]. Figure 1 illustrates one of the
tests from the NIST/ATL VRMI. Test Suite. The textured
sphere test verifies that the sphere defined by the VRMIL
script at the bottom of ig. | (a sphere on which the letters
“V'I'S” appear) is displayed by a VRML browser as shown in
the picture at the top of Fig. 1. These conformance tests arc
necded to ensure that VRML browscrs correctly interpret
and display conforming VRMI. files. Without the assurance
provided by a conformance test suite, wrong information may
be exchanged. Consumers and busincsses alikc must be confi-
dent that information sent will be received correctly in order
for EC to flourish.

Complex busincss relationships arc often implementcd
using Java objects. Currently, computers arc the predominant
way customers and businesses access the Internet. However, 87
percent ot all microprocessors produced reside in embedded
devices, not computers. [n the future, the number and types of
cmbedded devices, like wircless phones, pagers, and “smart”
appliances, uscd to access the Internet will significantly
increase (see the article by Rutkowski in this issue). Applica-
tions like smart spacces, intelligent
homes and autos, and wearable com-
puting will usc embedded users” com-
puters that will access the Internet.
Such small ¢lectronic network appli-
ances require real-time Java platforms,
To alleviate this problem, NIST/ITL is
lcading an industry group which is
developing requirements for cmbedded
and rcal-time Java [24].

CONCLUSION

EC is in its infancy. Current EC rev-
enue is tens of billions of dollars per
year. Projections for total EC revenuc
by the ycar 2002 vary somewhere
between $300 and $500 billion [3, 4].
"T'his is alimost a factor of 2 compound
annual growth ratc. The clectronic mar-
ketplace of the future will most likely
bear little resemblance to what is now
available. As Vice President Gore said,
“Soon, electronic networks will allow
people to ranscend the barriers of time
and distance and take advantage of
global markets and business opportuni-
tics not even imaginable today.”
However, in order to realize its truc
potential, the nascent ficld of BC must
instill in its customers the confidence
that their everyday transactions are
correctly transmitted and protected
from unauthorized access. NIST is
funding both intramural and cxtramu-
ral projects providing standards and
conformance tests to ensure that infor-
mation sent over the Internct is cffi-
ciently located, and correctly
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transmitted and processed. Tn addition, NIST/TTL is develop-
ing key technologies, like role-bascd access and public key
infrastructure, to help ensure secure distributed authentica-
tion and access to objects of commerce. The results of NIST
cfforts in EC have helped to maintain the growth in BC and
make the United States the leader in both the use of EC and
the technological development of the infrastructure that
cnables EC.
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