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Abstract

The role-based access control (RBAC) model is one of
the policies used to access control in information systems
for enterprises. The RBAC model is a powerful technol-
ogy for managing and enforcing security in large-scale,
enterprise-wide systems. Many implementations of this
model, including the RBAC96 model, have been already
proposed.

This paper presents an extension of the standard RBAC
model together with its implementation using the Unified
Modeling Language (UML). The presented model is devel-
oped for the role engineering in the security of information
system.

In the paper the union of the RBAC model, which con-
trols access in the information system, and the UML lan-
guage, i.e. a unified method of object analysis and design, is
proposed. The presented approach of the RBAC model con-
sists in role creation via defining appropriate permissions.
The entire procedure is performed in two stages; first per-
missions assigned to a function are defined, and then defini-
tions of functions assigned to a particular role are provided.

1. Introduction

In information systems the data protection against im-
proper disclosure or modification is an important require-
ment. The access control regulates what a user can do di-
rectly and what the programs executed on behalf of the user
are allowed to do. The system administrators have to imple-
ment access control mechanisms to protect the confidential-
ity and integrity of applications and its data. In the past, the
user access was granted by adding necessary permissions
to each individual application, which made administration
involving many users and several different applications dif-
ficult and ineffective.
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The alternative is not to assign users directly to permis-
sions for each application but to assign users to roles and
the permissions to roles for each application. Any change
in the user’s position or their needs can be simply solved
by assigning the user to another role. The role-based access
control (RBAC) model was chosen to present and realize
the access control in the security processes of an informa-
tion system. The RBAC model allows the administrator to
assign users to roles rather then users directly to permis-
sions. The most important concept of the RBAC model is
that of a role. This concept facilitates the access control
management performed by the security administrator since
users and permissions can be assigned to role. Each user
has a utilization profile that defines his roles in the enter-
prise. The role is the set of permissions that allow execution
of the system functions and the access to the data used by
these functions. The role is properly viewed as a semantic
construct around which the access control policy is formu-
lated. Recent research efforts focus on different aspects of
role engineering using RBAC models [4, 5]

The methods of the object-oriented analysis and concep-
tion appeared in the 90-ties as an evolution towards greater
coherence among the information system objects and their
dynamics. The unified method - Unified Modeling Lan-
guage (UML), which can be mentioned in this category, was
created by J. Rumbaugh, G. Booch and I. Jacobson, and is
the fusion of the three methods presented by these authors
[2, 6]. The UML has been chosen for the representation and
implementation of extended RBAC model because nowa-
days it is a standard tool, properly reflecting the description
of the information system and its needs. UML has become
a standard also for the object-oriented modeling in the field
of the software engineering.

This paper presents the process of role creation in the se-
curity approach of an information system. It shows a possi-
bility of implementing the extended RBAC model by means
of the UML language. The first part of the paper describes
our extension of the standard RBAC model [8, 10] and the
representation of this extension using the UML concepts.
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The second part deals with the role engineering in the in-
formation system security - the implementation of extended
RBAC model.

2. Extended RBAC model

The role-based model regulates the access of users to in-
formation basing on activities that the users perform in a
system [8, 9, 10]. It requires identification of roles in this
system. In the course of study of this issue, the standard
model was extended by addition of new elements [3, 7]
(Figure 1).
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Figure 1. Extension of the RBAC model

Each role defined in the RBAC model realizes a spe-
cific task in the enterprise process. A role contains many
functions that the user can take. For each role it is possible
to choose the system functions which are necessary for it.
Thus a role can be presented as a set of functions that this
role can take and realize. Each function can have one or
more permissions, and consequently a function can be de-
fined as a set or a sequence of permissions. If an access to
an object is required, then the necessary permissions can be
assigned to the function to complete the desired job. All the
tasks and required permissions are identified and they can
give the possibility to perform all the responsibilities of the
role.

Decomposition of roles can be exemplified by an appli-
cation in a university information system. The user profes-
sor can have two roles: Teacher and Researcher to perform
the teaching and researching. These roles contain some
functions which are mapped to the sets of permissions that
grant the access to perform the jobs required by each func-
tion (Figure 2).

Specific access rights are necessary to realize a role or
a particular function of this role. These rights determine
the possibility to execute an application or to access neces-
sary data, and moreover they correspond to these functions.
Thus specific permissions have to be defined for each func-
tion. In an object oriented approach the permission deter-
mines the right to execute a particular method on a partic-
ular object [3]. It shows that in order to access data stored
in an object a message has to be sent to this object. This

e
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modify results
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USER —= ROLES ——= FUNCTIONS —

PERMISSIONS

Figure 2. Example of the role-function-
permission mapping

message causes execution of a particular method on this ob-
ject. The same permission is defined for all instances of the
object except the contrary specification. A constraint de-
termines that some permission is valid only for part of the
instances of the object. Consequently, a permission is de-
fined by a function p(m, o), where m is a method that can
be executed on a set of object instances o and the set 0 can
be determined by a set of constraints concerned by this per-
mission.

The permission in this model represents a positive autho-
rization - if a permission exists for an object it means that
some method can be executed on this object.

2.1. Representation of the extended RBAC model
using the UML concepts

The Unified Modeling Language (UML) is a high-profile
approach to modeling system [2, 6]. Being a standard mod-
eling language in the area of the software engineering, the
UML has also become a support for object-oriented ap-
proaches. It contains a suite of diagrams for requirements,
analysis design and implementation phases of the develop-
ment of systems.

Two types of UML diagrams have been chosen to imple-
ment the extended RBAC model: use case diagram and se-
quence diagram. The use case diagram represents the func-
tions of the system from the users’ point of view [2]. It
determines the behavior of the system without defining the
internal structure of the functions. According to the defini-
tion of the UML meta-model, each use case diagram con-
tains some use cases and each use case represents a collab-
oration, i.e. a scenario. To determine each collaboration an
interaction diagram can be created.

The interaction diagram describes the behavior of one
use case [2]. It represents the objects and messages ex-
changed in the use case. There are two types of inter-
action diagrams: sequence diagram and collaboration di-
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agram. Both of them are defined to capture how objects
collaborate with each other to realize the use cases.

The UML language gives the possibility to present the
system using different models. The purpose of the pre-
sented study is to implement and realize the extended
RBAC model with the use of UML. To aim this, the con-
ceptions of the UML language and extended RBAC model
should be first joined (Figure 3). The presentation of the
connections between the UML and RBAC concepts is given
in [7]:

e RBAC role is joined with UML actor,
e RBAC function joined with UML use case,

e RBAC methods and objects with UML methods and
objects,

e RBAC permissions can be found in the interaction di-
agrams,

e RBAC constraints are joined with the constraint con-
cept existing in the UML,

e relations of different types that occur between the ele-
ments of the RBAC model can be found in the use case
diagrams and in the interaction diagrams.

UML RBAC
e I -
Use Case
Diagram |1
* UseCase | ----= > Function
1
*
Sequence Diagramor | ~ ----= = Permissions
Collaboration Diagram
1 1
Objects
fffff > Operations
s *
Objects Operations

Figure 3. UML concepts and their relation-
ships with the RBAC model

3. Role engineering — implementation of ex-
tended RBAC model

System security policies demand that for each user a set
of operations that he will be allowed to execute should be

clearly defined. Consequently, for each user a set of per-
missions should be defined. It suffices to specify the per-
missions for execution of certain methods on each object
accessible for that user. This process is realized with the
use of sequence diagrams, where permissions are assigned
to the rights of execution of the methods realized in each
use case.

Basing on the connection between UML and extended
RBAC model given above, a definition of a security system
access control (of RBAC type) on the developer level is pro-
posed, using the UML language as a tool. The UML meta-
model is applied to define the roles of RBAC models, the
functions that are used by these roles to co-operate with the
information system and the permissions needed to realize
these functions. Owing to use case diagrams a list of ac-
tors co-operating with the information system is obtained.
An analysis of these diagrams allows automatic specifica-
tion of relations of the following types: R-R (role-role) re-
lation (with the use of generalization relation between the
actors), R-F (role-function) relation (with the use of the as-
sociation relation between the actors and the use cases) and
F-F (function-function) relation (generalization relation be-
tween the use cases).

The description of a use case using the interaction dia-
grams (e.g. sequence diagrams) presents activities needed
to realize the functions of a system. Each activity is a defini-
tion of execution of a method on an object. It is possible to
add the permission execute to each method attached to mes-
sage sending in a sequence diagram and next make an union
with the set of permissions. Therefore the F-P (function-
permission) relations can also be automatically managed.

3.1. Rules of role creation

In our study, the process of access control realization in
information system, i.e. the process of role engineering, is
divided into two levels:

e level of application developer on witch the roles of an
information system are determined,

e level of security administrator who defines the associ-
ations between the roles and system users.

An user is assigned to a user profile witch is defined by the
set of roles played by him. A user profile is defined by a pair
(u, listRoles): u is a user, listRoles is a set of roles assigned
to this user.

It is possibly to give the rules of role creation and assign-
ments of these roles to users:

1. A profile should be defined for each user who interact
with the system

u; F userProfile;
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2. A profile is defined by a set of roles which a user can
take
user Profile; - setRoles;

To receive a significative profile, each user should be
assigned at least to one role.

3. A role is defined by a set of functions assigned to this
role
rj b set Functions,,

To receive a significative role, each role should have at
least one function assigned.

In UML description, each actor should be assigned at
least to one use case in the use case diagram

a; b setUseCases,,

4. A function is defined by a set of permissions necessary
to it execute

fr | setPermissionsy,

To receive a significative function, each function
should have at least one permission assigned.

In UML description, using the interaction diagram (i.e.
sequence diagram or collaboration diagram) each use
case should be defined by detail description, i.e. repre-
sented by a set of methods executed on the objects

ucy = set Privileges,e,
3.2. Creation of roles

Our definition of a set of roles in an information system
with the use of UML diagrams contains two stages:

e assignment of a set of privileges (permissions) to an
use case in order to define the function and

e assignment of a set of use cases (functions) to an actor
in order to define the role.

3.2.1 Definition of permissions assigned to a function

A use case, which is a description of activities and needs
of an actor, allows specification of the actor’s interactions
and co-operations. Interactions between the objects are rep-
resented by a sequence of actions that allow definition of a
set of privileges. Therefore, in order to identify the permis-
sions assigned to the function it is necessary to start from
the sequence diagram.

Thus for each use case one should define a set of per-
missions needed to activate the represented function. The
interaction is defined as a set of messages and each mes-
sage is realized by an action that can change the state of the

system. For each message of the sequence diagram, one has
to assign a permission that gives the right to its execution.
Each message msg (01,02,m) in the interaction sent
by object 01 to object 02 to execute method m on object
02 should be assigned to a suitable permission. This per-
mission corresponds to the possibility of the execution of
method m on object 0. On the addition of constraints, the
definition of the message is as follows: msg (01, 02, m, cst)
where cst represents a set of constraints. Consequently, the
set of permissions for interaction ¢ is defined as follows:

P (i) =A{p | ¢ (msg (01,02, m, cst)) =

p(m,02) A cst (p) = true}

where ¢ is a function that assigns a permission to message
msg and o7 is an actor or class instance that can execute
method m on object 0s.

The interaction diagram, in particular the sequence dia-
gram, is defined by the set of interactions. Thus, the set of
permissions assigned to diagram d and described by the set
of interactions D is:

_ U :

P(d) = ieD P (7)

The use case p described by set M of interaction diagrams
d; has the following set of permissions assigned to it:

P(M): dlgM

P (d;)
The set P (1) represents set of permissions assigned to the
function specified by use case (.

3.2.2 Definition of functions assigned to a role

The use case diagram allows visualization of the set of func-
tions of a system by examining the needs of each actor.
Thus, the use case diagram representing relations between
the actors and the use cases and specifying the set of func-
tions that should be assigned to the role, becomes the start-
ing point.

The use case diagram dcu; contains the use cases (func-
tions) joined with some actors (roles). The set of functions
assigned to role r, described by one use case diagram, is
defined by the functions that are in a direct or indirect re-
lation with this role (by the heritage relation between the
functions) on this diagram:

F (raew;,) ={f | f = uc for uc € deu; A (rgeu;, f)
€ R—F}U{f'| f =uc for uc € dcu; A

((f.f") € F = F A(racu,, f) € R— F)}
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The set of functions of the role is defined by the union of use
cases assigned to this role in all use case diagrams D,

F(r)= U

deu; € Dy, F (racu,)

In order to create a set of roles assigned to a user profile,
users should be assigned to roles. The security administra-
tor is responsible for this stage. It should be emphasized
that there is an essential difference between the role man-
agement performed by [3]: the developer of the information
system who determines the roles of an application and the
security administrator who assigns users to the roles in the
information system.

3.3. Constraints

The application developer has a good knowledge of a
given application and can describe security rules for that
application. On the other hand, only the global administra-
tor, who knows the security policy of the organization, can
describe properly the global security of a system. On each
of two levels a set of necessary security constraints should
be formulated. The following classification of constraints in
security realization of information system is proposed [3]:

e constraints from the developer’s point of view - con-
straints at the application level, specified to create a
complex application,

e constraints from the administrator’s point of view -
constraints at the global security level of an enterprise.

Conception level is realized by the application developer
who creates an application using UML. We can distinguish
the following types of his constraints:

e constraints on a permission: static - constraint reduces
a set of objects accessible through a particular method
independently of the user who executes the method,
e.g.: the permission of “write” the documents with
name *.doc; dynamic - constraint reduces a set of ob-
jects accessible in the course of a session (in the course
of an execution that needs a particular access mode in a
system), e.g.: the permission of “write” the documents
for a user who is the owner of these documents,

e prerequisite constraints - based on the prerequisite
concept: a permission p can be assigned to a func-
tion only if this function has a permission ¢, e.g.: the
permission of “read” some file asks the permission of
“read” the directory in which this file is situated,

e cardinality constraints - numerical limitation on appli-
cation elements, e.g.: the permission of “read” the file
with confidential information about the system users
can be given only to one specific role.

On the exploitation level the security administrator man-
ages a set of applications and gives the system users differ-
ent rights to use particular applications. The most important
constraints on this level can be classified as follows:

e separation of duty (SOD) constraints - represent the
concept of mutually exclusive roles and mutually ex-
clusive permissions [1],

e prerequisite constraints - based on the concept of a
prerequisite role; e.g. a user can be assigned to role
Teacher only if he has been assigned to role Employee,

e cardinality constraints - numerical limitation on
classes in role-based system; e.g. the number of users
authorized to be assigned to a role is limited; in appli-
cation example there is only one person who can be
assigned to role Dean.

Other types of constraints concern the role hierarchy or
session concept in RBAC model.

The OCL (Object Constraint Language) [11] is proposed
as the most suitable language for the formulation of the de-
veloper’s constraints because it was created to allow con-
straint definitions in different UML diagrams. On the other
hand, the use of RCL 2000 (Role-Based Constraints Lan-
guage 2000), created to support the constraints of RBAC
model, seems to be the best to express the administrator’s
constraints. OCL is an expression language which gives the
possibility to define the constraints in object-oriented mod-
els. OCL expression can be used in each UML diagram to
specify a condition, a specific object or a set of objects. In-
variants and preconditions in class diagrams and sequence
diagrams have been chosen as effective tools for presenta-
tion of our security constraints. It is possibly to translate
the constraints of developer level, expressed in OCL, to the
RCL 2000, to have the set of all security system constraints
formulated in one language created to support the security
constraints. We defined the set of rules for this translation
but its presentation does not concern the subject of this pa-
per.

4. Conclusions

The paper proposes the process of role engineering in the
information system security using extended RBAC model.
The presented process is based on implementation of the
extension of classic RBAC model using the UML language.
The UML, a standard language of object analysis and de-
sign nowadays, has been chosen in view of the fact that
it enables complex presentation of the information system
and of important aspects of the information system security
in particular. On the other hand, the access control based on
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roles allows simple management of information system for
security administrator.

The paper presents the relationships between the ex-
tended RBAC concepts and those of the UML language.
The elaborated RBAC extension gives the possibility to
manage the system and to make the process of the role cre-
ation simpler, particularly in the conception phase. The im-
plementation of extended RBAC model is also based on the
UML. The creation of the user profile, performed in two
stages: definition of permissions assigned to a function and
definition of functions assigned to a role, is realized using
the UML concepts connected earlier with the concepts of
the extended RBAC model.

Our next research is concentrated on access control con-
straints of the information system, the constraints of ex-
tended RBAC model in particular, as well as on their imple-
mentation on UML-Java platform containing XML notation
and developed for extended RBAC model [3].
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