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1. I ntroduction

Role Based AccessControl (RBAC) isaterm used to describe seaurity medhanisms that mediate
users’ accessto computational resources based onrole anstructs. A role defines a set of
allowable adivities for users authorized its use. It can be thought of asajobtitle or position
within an organization, which represents the aithority needed to condict the essociated duties.
For many types of organizations, RBAC provides a more intuitive and eff edive way to represent
and manage aithorizationinformation than ather forms of accesscontrol.

A genera model for RBAC, including essential fedures and the rationale for them, is gedfied
in[1]. Sincepulicaion d the general model, a number of notational problems and
inconsistencies have been nded, ranging in degreefrom trivial to serious. Thisreport reviews
the original RBAC model as defined in [1], correds notational problems, and formulates a
revised model to addressnaoted dscrepancies. The am isto improve understanding of
implicaions within the original model and to provide afirm baseline for subsequent adivities
involving the use or implementation d the model.

Properties of the revised RBAC model are organized along two themes: static properties and
dynamic properties. Static properties ded mainly with constraints on role membership, while
dynamic properties ded with constraints onrole adivation[4]. With this perspedive, several
new properties are derived from those identified in the original model, and aher new properties
are propased, taking into acourt aspeds foundin a number of related models[2, 3,4, 8. Alist
of minimum recommended properties, requisite for a system or product to be considered as atrue
instantiation d the revised model, isalso proposed. Very littl e of therationale givenin [1] is
repeaed here; therefore, the reader is assumed to be familiar with its contents.

2. Model Elements

The main comporents of the origina mode are User, Subjed, Role, Function, Operation, and
Objed. The complete set of relationships among those mmporents was not spedfied, hovever.
Figure 1(a) gives arepresentation derived from the avail able information, whereby asingle
headed arrow represents a one-to-many, binary relationship between model componrents, and a
doule headed arrow represents a many-to-many, binary relationship.

One drawbadk of the original conceptual model isthat it associates el ements of Operation
diredaly with those of Role, but independently of Objed. In pradice, elements of Operation and
Objea are dosely couped together when asociated with an element of Role. Thisthreeway
asociationill ustrated in Figure 1 (b) is more acarrately represented as aternary relation (i.e.,
many-to-many-to-many relationship) in the revised model.

Ancther drawbadk in the original model is the use of the Function comporent to define
operational separation d duty (i.e., operations that are mutually exclusive of one ancther).
There, the Function comporent identified a set of operations assciated with a aiticd business
function, whereby no single user was all owed to perform al elementsin the set. Rather than
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treating Function as a component of the model, operational separation of duty can be defined
instead as a constraint on Permission, similar to the treatment given other separation of duty
propertiesin the original model. This approach has the benefit of simplifying the basic model,
while unifying the form of the model specification. In summary, the components of the revised
model are User, Subject, Role, Operation, and Object, as defined below.

u: User
User = the set of people, both trusted (e.g., administrators) and untrusted, who use the
system.

X, Y : Subject
Subject = the set of active entities of the system, operating within roles on behalf of
individual users.

i,j,k:Role
Role = the set of named duties or job functions within an organization.

op : Operation
Operation = the set of access modes or types permitted on objects of the system.

0 : Object
Object = the set of passive entities within the system, protected from unauthorized use.

& ()
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Figure 1(a): Original Relationships Figure 1(b): Revised Relationships

3. Mappings & Relations

The mappings from the original model are shown Figure 2. They further refine the general
relationships among the components of the model given in Figure 1(a), and are used to express
properties of the model. As clearly seenin Figure 2, some redundant mappings exist between
some components, namely User and Role, and Subject and Role. While a particular mapping
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may be useful in expressing a specific property, only a subset of the mappings is needed to
express al the properties of the model. Moreover, redundant mappings increase the difficulty of
expressing properties unambiguously, which has led to inconsistencies. The reformulation given
in this paper eliminates the authorized-roles and role-members functions, and expresses the
original set of properties with the remaining functions.

User Subject

u subject-user s1
s2

user-
authorized-
roles

authorized-
roles active-roles

role-members

role-operations

Operation j \
ab

Figure 2: Origina Mappings

Eliminating authorized-roles resultsin a significant simplification of the property that the active-
roles of a subject must be a subset of its authorized-roles, which in turn must be a subset of the
user-authorized-roles for the user associated with the subject (i.e., active-roles[s] < authorized-
roleq[s] c user-authorized-roleg[subjed-user[s]]). This property is represented in Figure 2 by the
nested elli pses within the redangle for the Role comporent. The new property, that the adive-
roles of asubjed must be asubset of the user-authorized-roles for the user associated with the
subed (i.e., adive-roles[s] < user-authorized-roles subjed-user[s]]), while simpler, maintains
the aiticd fedure of the original (i.e., asubjed is constrained by the aithorization d its user).

Eliminating the role-member function daesn’t have & dramatic an effed on the model as with
authorized-roles, bu, in conjunction with the dowve danges, minimizes the number of mappings
utilized. The overall result, shown in Figure 3, can be compared with Figure 2. Other choices
for the minimal set of mappings may be seleded. For example, user-authorized-roles could be
eliminated in lieu of roleemember. The set seleded, havever, closely models the adions of an
administrator in assgning permissonsto roles androles to users. The seleded mappings are
intended to beill ustrative only. While they are used to define model properties predsely, the
mappings foud na be mnsidered arestriction onan adual implementation, since other equally
effedive dternatives exist, including thase employing reduncant mappings.

Note the new model comporent, Permisgon,in Figure 3. For notational and conceptual

purpaoses, the ternary relationship between Role, Operation, and Objed isrefined into apair of
binary relations. one between operations and ohjeds, referred to as Permisson; the other between
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User Subject

u subject-user s1
s2

user-
authorized-
roles

/ active-roles

Rol

role-permissions

Permissionj \
&

Figure 3: Revised Mappings

Role and Permisson. Thereformulationis shown in Figure 4, where Permissonis used to
designate aset of Operation/Objed pairs associated with Role dements. The use of Permisson
conforms with the notion d privilege or permissonfoundin present day information systems [ 2,
8]. Thereformulation al ows a permisson to represent a broad range of accesscontrols ranging
from basic read/write/exeaute rights on fil es to more extensive alministrator rights on operating
systems. In Figure 3, the role-permissons function hes replaceal role-operations of the original
model for consistency with the new comporent, Permisgon.

Permission

Figure 4. Decompasition d Ternary
Relationship

The refined set of mappings for the basic model is given below, where “1” is used to represent
the power set of the exporent, and*“©” used to represent a subset of the indicaed set.

user-authorized-roles: User — 21Role
user-authorized-rolesu] = the set of roles authorized for user u.



Permisgon: @(OperationxObjed)

p, q: Permisson

permisson = aset of ordered operation/objed pairs, <op,0>, where opis an operation that
can be gplied to ojed o.

role-permissons. Role — 21 Permisson
role-permissong[i] = the set of permissons authorized for rolei.

subjed-user: Subjed — User
subjed-user[x] = the user u associated with the subjed x.

adive-roles: Subjed — 21Role
adive-roleg[x] = the set of rolesin which asubjed x isadive.

4. Role Hierarchy

To fadlit ate administration d accesscontrol privileges and constraints, arole may be defined in
terms of one or more other roles, with additional charaderistics added to distinguish the new role
further. A role defined thisway is sid to contain the roles that comprise its baseline, sinceit
automaticdly takes on a inherits their coll edive dharaderistics as the basis for the new role
being defined. Containment is smilar to inheritancein oljed-oriented systems, whereby the
properties and constraints of a antaining role aeinclusive of the properties and constraints of
any contained role. Containment is also reaursive; one role can contain ather roles, which
contain athers, etc., asill ustrated in Figure 5(a). By definition,arole caina contain itself.

contains
l ol A} Pemissins)

o [remsson
Role B
[ Femissonz]

Figure 5(a): Containment Figure 5(b): InheritanceView
Relation of Containment

is contained by

Besides fadlit ating role administration, containment permits the substitution d role instances.
For example, if role A containsrole B, then instances of role A are treaed as instances of role B
for the purpose of accesscontrol. In Figure 5(b), users adive within instances of Role A have the
same cgabiliti es as if they were acive within instances of Role B, namely the accesall owed
through Permisson 1and Permisson 2. In addition, wsers adive within Role A aso pcssessan
additional capability, accessallowed by Permisgon 3.



Containment can be dharaderized through the nation o effediveroles. The dfedive roles of
any given role include that role plus the set of roles contained by that role. For any role, the
effedive role set represents the capabiliti es aff orded a user authorized therole. In the example
abowe, the dfediverolesfor Role A are Role A andRole B. At timesit isalso useful to consider
the dfedive roles associated with agiven user (or subed), which isthe set of roles authorized
(adive) for that user (subjed) plusal roles contained by any authorized (adive) role. For
example, assumethereisa role C in additionto the roles defined abowve, and a user is authorized
for both Roles A and C. The dfedive rolesfor that user would be Roles A, B, C, and any roles
contained by Role C. Similarly, the dfedive permissons can be defined for arole or a user, as
the set of permisgons authorized ead member of the dfedive role set respedively, for that role
or that user. Inthe example of Figure 5(b), the dfedive permissonsfor Role A are Permisson
1, Permisgon 2,and Permisson 3.

Role Hierarchy isformally defined in terms of the foll owing mappings and relations:

Contains. ©(RolexRole)
contains = the set of ordered role pairs <i,j> having a cntainment relation, written asi >,
whererolei issaid to contain role j, or alternatively, rolej is said to be contained by i.

effective-roles: Subject = 21Role
effective-roles[x] = the union of the set of active roles for a subject, x, together with the
set of roles contained by each activerole; i.e., {j > jeactive-roleg[x] V icactive-roles[x] A

i}

effective-permissions: Role — 21 Permission
effective-permissiong|i] = the set of permissions authorized each of the effective roles for
rolei;i.e, V] {p > perole-permissiong[j] A (j=i V j=i)}.

Role Hierarchy (rule 1 redefined): The containment relation defines an irreflexive and transitive
relation onRoles, forming aquasi ordering of the dementsin the set. The mntainment relation
can aso be shown to be antisymmetric. The quasi ordering of Rolesisreferred to asarole
hierarchy.

Vi =(i=i) (irreflexive)
VivKizj A j=k > ik (transitive)

5. Static Properties

Static properties refer to properties of the model that do not involve either the Subject component
or mappings from Subject to other basic components (vis., subject-user and active-roles). As
their name implies, static properties apply early, at role authorization time, and are upheld
throughout role activation. Hence, they are the most fundamental constraints and relationships
expressed in the model, and aso the strongest. Static properties include cardinality, separation of
duty, and operational separation of duty. For each static property defined, areferenceisgivento
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arule number, which corresponds to that appearing in the original model description [1]. Static
properties are defined in terms of the mappings and relations below.

membership-limit: Role— N
membership-limit[i] = the maximum number of users that may be authorized arole; the
default value is the total number of system users.

authorized-members: Role— N

authorized-memberg[i] = the number of users authorized either agiven role or arole that
containsthe givenrole; i.e; {u > 3j ((j=i V j=i) A jeuser-authorized-rolesu])} |, where
the cadinality of aset is expressed by apair of bars“| | delimiti ng the defined set.

SD: P(RolexRole)

S = the symmetric set of role pairs <i,j> involved in a Static Separation d Duty (SD)
relationship (i.e., wherei andj are mutually exclusive of one anather for authorization to
the same user due to an inherent conflict of interest); for asymmetric set <i,j>isa
member iff <j,i>isaso amember.

Mutex-authorization: @ (RolexRole)
mutex-authorization = the symmetric set of role pairs <i,j> mutuall y exclusive of one
another for authorization to the same user.

Mutex-permisson: @ (PermisgonxPermisson)

mutex-permisson = the symmetric set of permisgon pairs <p,¢> mutually exclusive of
one anather for authorizationto an individual role or to the set of roles authorized any
user.

SOSD: ©(RolexRole)

SOSD = the symmetric set of role pairs <i,j> involved in a Static Operational Separation
of Duty (SOSD) relationship, with resped to the permissonsin Mutex-permisson; i.e.,
ViVjvpvqg SOSD = {<i,j> > perole-permisgong[i] A gerole-permissong[j] /
<p,peMutex-permisgon}.

Cardinality (rule 3): The number of users authorized arole & any onetime caana exceeal the
cgpadty (i.e., membership limits) of therole. For example, arole with a cgaaty of one would
be used exclusively by the single user whois assgned to it. In terms of the mappings defined,
the cadinality of the set of users who are aithorized the same role must be lessthan or equal to
the membership limit of that role.

Vi authorized-members < membership-limit[i]
Cardinality Inheritance (new rule): Cardinality constraints are inherited by containing roles. A

containing role must be assigned a membership limit less than or equal to that of any contained
role.



ViV i=j > membership-limit[i] < membership-limit[j]

Static Separation of Duty (rule 2): In many organizations, responsibilities are split among
multiple roles as a countermeasure to fraud, misappropriation of assets, and other conflict of
interest based policy deviations that require the collusion of two or moreindividuals. In
commercia transactions, for example, one role may have the capability to input transaction
requests, while another the capability to approve them. A group of roles may be designated
through the Static Separation of Duty (SSD) property as mutually exclusive of one another with
regard to role authorization. That is, to avoid a possible conflict of interest, a user may be
authorized to only one of the distinct roles so designated. SSD involving multiplerolesis
expressed pairwise, using the SSD relation. If for examplel, j, and k are such roles, then <i j>,
<j,i>, <i,k>, <k,i>, <j k>, <k,j> are members of SSD. Thisrepresentation of SSD differs
syntactically but not semantically from the original model, which uses afunction to return a
mutually exclusive set of roles for agiven role.

ViVjVu ieuser-authorized-rolequ] /\ jeuser-authorized-roles[u] > <i,j>¢SD
or dternatively
ViVjVu <i,j>eSD > (ieuser-authorized-rolesu] > j¢user-authorized-rolesu))

SSD Safety (new rule): The Static Separation d Duty property, when applied, asertsthereisa
conflict of interest anong the caabiliti es authorized a set of roles. Besides explicit SD
relationships, there may also beimplicit SD relationships regarding other roles possessng
comparable cgabiliti es. This property ensures that implicit S relationships, which can be
inferred from explicit S relationships, are upheld. If auser isauthorized arole, which has an
SD relationship with ancther role whaose dfedive permissons are asubset of athird role's, then
the user canna be authorized the third role.

YuVviv)Vp ieuser-authorized-rolegu] N <i,j>eSD /A Ik(peeffedive-permissong]j] >
peeffedive-permissongk]) > ke¢user-authorized-roleg[u]

SSD Hierarchical Consistency (new rule): An S relationship canna exist between roles that
have a ontainment relation between them or are mntained by ancther rolein common. The
rationale behind this property isthat, by definition, an instance of a @wntaining roleistreaed the
same & an instance of any contained role (i.e., the dfediveroles of the cntaining role include
the contained role); therefore, the nflict of interest asserted by an SD relationship canna exist
withou contradicting the capability intended by the containment relation.

Vivj (i) V 3k (k=i A k=j) > <i,j>¢SD)
SSD Inheritance (new rule): SD relationships are inherited by containing roles. If onerole
contains anather role that has an SD relationship with athird role, then the cntaining role dso

has an SD relationship with the third role. This property must hold since a ontradiction accurs
if the dfediverolesfor the @mntaining roleincludes, in additionto the cntained role, the third
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role. Through SSD Inheritance, distinct hierarchies of roles, isolated with regard to role
authorization, are asserted from SSD rel ationships among a basic set of roles.

ViVjvK izj A <j,k>eSSD > <i,k>cSSD

Static Mutual Exclusion (new rule): Static Mutual Exclusion (SME) is somewhat similar to
SSD insofar as one group of roles may be completely segregated from another with regard to role
authorization. However, the motivation behind mutual exclusion is not as a countermeasure to
collusion, but rather as an administrative aid to codifying organizational policy. SME involving
multiple rolesis expressed pairwise, using Mutex-authorization. Because SME is primarily an
administrative feature, and not one based on conflict of interest or other incompatibility among
the capabilities authorized a set of roles, there is no need for any associated Safety or

Hierarchical Consistency properties as with SSD. Omission of the latter property is significant,
since, unlike SSD, it allows constraints to exist within as well as among hierarchies.

For example, in ahospital system a staff member role may be inherited by an intern role, which
in turn may be inherited by physician role. If adoctor were assigned to both an intern and a
physician role through either accident or intention, there would be no inherent conflict of interest,
since a containment relationship exists between them. However, to avoid accounting
inconsistencies, the hospital policy may require that a doctor on staff be classified as either a
physician or an intern, but not both. It would be incorrect to use SSD to represent this policy,
and also contradictory because of the containment relation. However, the policy can be correctly
represented by designating the physician and intern roles mutually exclusive of one another
through the SME property. SME can be considered as simply an additional type of constraint
that can be applied among any set of roles, regardless of their fundamental capabilities.

ViVjVu ieuser-authorized-roles[u] /N jeuser-authorized-rolegu] > <i,j>¢Mutex-
authorization

or aternatively

ViVjVu <i,j>eMutex-authorization > (ieuser-authorized-roles{u] > j¢user-authorized-

rolegu])

SME Inheritance (new rule): SME relationships are inherited by containing roles, if those
relationships occur with roles outside the chain of containing roles or lower within the chain. If
one role contains another role that has an SME relationship with athird role, then the containing
role also has an SME relationship with the third role, provided that the third role does not contain
either role and is not contained directly by thefirst role (i.e., only indirectly through the second
role). Aswith SSD Inheritance, this property requires that a specific type of constraint be upheld
among any containing roles. However, the way in which the constraint is upheld within achain
of containing rolesis different in some cases. For example, for the physician=intern:staff
member containment chain from the example above, a surgeon role is defined in terms of
physician (i.e., surgeon:-physician). The designated SME relationship between physician and



intern, through SME inheritance, would require an SME relationship to also exist between
surgeon and intern, but not surgeon and plysician.

VivivKizj A (k=) A (j=k V =(i=k)) A <j,k>eMutex-authorization > <i,k>eMutex-
authorization

Static Operational Separation of Duty (rule 8 restated): The rationale behind SOSD is that
businesstasks are ompased of anumber of operations, only a subset of which a single user may
perform. SOSD is enforced by using permissons to represent all owabl e subsets of operations on
objedsinvaved in businesstasks, and designating agroup d permissons as mutualy exclusive
of one another with resped to the roles authorized any single user. Mutually exclusive
permissons ensure that no single user may be aithorized ore or more roles having permissons
involved in an SOSD relationship. One side dfed of this property isthat norole may be
authorized more than ore permisson from agroup d permissons designated mutually exclusive
of one another. SOSD is expressed among multi ple permisgons through pairwise spedficaion
of membersin amutua exclusion set, Mutex-permisson, which in turn determines the
membership of the SOSD relation.

ViVjvuvpvq icuser-authorized-roles/u] A jeuser-authorized-rolesu] A perole-
permissong[i] A gerole-permissong]j] > <p,>¢Mutex-permisson

or dternatively
ViVjVu ieuser-authorized-rolesu] A jeuser-authorized-rolesu] > <i,j>¢SOSD
or dternatively

ViVivuvpvqg perole-permisgongi] /A gerole-permissong]j] /\ <p,peMutex-permisson
- (ieuser-authorized-roles[u] > j¢user-authorized-rolesu])

or dternatively
ViVjVvu <i,j>eSOSD > (ieuser-authorized-roles[u] > j¢user-authorized-rolesu))

SOSD Hierarchical Consistency (new rule): An SOSD relationship canna exist between roles
that have a ontainment relation between them or are mntained by another role in common.

Vivj (i=) V 3k (k=i A k=j) > <i,j>¢SOSD)
Static Operational Separation of Duty I nheritance (new rule): SOSD relationships are inherited
by containing roles. If onerole cntains ancther role that has an SOSD relationship with athird
role, then the containing role dso has an SOSD relationship with the third role.

ViVjvK izj A <j,k>eSOSD - <i,k>SOSD

10



6. Dynamic Properties

Dynamic properties are used in conjunction with static properties to maintain additi onal
constraints and relationships on the adivities that can occur when aroleisadive (i.e., asubed is
adivein an authorized role on kehalf of auser). Dynamic propertiesrefer to properties of the
model that involve ather the Subjed comporent or mappings from Subjed to ather basic
comporents (i.e., subjed-user and adive-roles). For every static property, a correspondng
dynamic property may be defined. Dynamic properties are in a sense weder than their static
property courterparts, sincethey comeinto play at role adivationtime rather than at role
authenticaiontime. Weder doesn’'t necessarily mean undesirable. Instea, they offer an
additional degreeof flexibility desirable in many contexts as either a substitute for, or
complement to, static properties. Dynamic propertiesinclude role adivation, cardinality,
separation d duty, and operational separation d duty, and Uili ze the mappings and relations
below.

exec SubedaxOperationxObjed — {True, False}
exedx,op,d = Trueiff subjed x can perform an operation op on ofed o; otherwise,
Fase.

adive-membership-limit: Role— N
adive-membership-limit[i] = the maximum number of usersthat may be adivein arole.

adive-members: Role— N

adive-memberg[i] = the number of users adive ather in agivenrole or in arole that
containsthe givenrole; i.e.; fu 2 vxdj ((j=i V j=1) N\ jeadive-rolegx] N u=adive-
user[x])}|

DSD: P(RolexRole)

DSD = the symmetric set of role pairs <i,j> involved in a Dynamic Separation d Duty
(DSD) relationship (i.e., wherei andj mutuall y exclusive of one ancther for adivation by
the same user, due to an inherent conflict of interest).

Mutex-adivation: ©(RolexRole)
mutex-adivation = the symmetric set of role pairs <i,j> mutuall y exclusive of one ancther
for adivation by the same user.

Mutex-perm: @ (PermissonxPermisgon)
mutex-perm = the symmetric set of permisson pairs <p,g> mutually exclusive of one
ancther for adivation by the same user, simultaneously within different roles.

DOSD: P(RolexRole)

DOSD = the symmetric set of role pairs <i,j>, invaved in a Dynamic Operational
Separation d Duty (DOSD) relationship with resped to the permissonsin Mutex-perm;
i.e., VivjVvpvq DOSD = {<i,j> > perole-permisgong[i] A gerole-permissong[j] /
<p,pPeMutex-perm}.
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Role Authorization (rule 4, subsumes assumption 1 in original model, Consistent Subject): A
subject cannot be active in arole that is not authorized for its associated user. Note, thisrule
should be renamed Role Activation for accuracy, since it only comesinto play after
authorization.

VXVi ieactive-rolesx] > ieuser-authorized-roles subject-user[x]]

Operation Authorization (rule 7 subsumes rule 5, Role Execution): A subject can perform an
operation on an object if, and only if, the subject is acting within an effective role authorized that
permission.

VXVopVvo exec[x,0p,0] = Ji (ieeffedive-rolegx] /\ perole-permissong[i] /\ <op,0>€p)

Dynamic Cardinality (new rule): The number of usersadivein arole & any onetime caana
exced the dynamic cgoaaty (i.e., adive-membership-limit) of therole. Thisrule, though more
difficult to implement than Static Cardinality, seems to be much more desirable, sincetherole
cgpadty is maintained at adivationtime & oppased to authorizationtime. For example, arole
with adynamic cgpaaty of one would allow at most asinglerole instanceto be adive & any
time, ensuring conseautive use of the role’ s capabiliti es by any assgned users.

Vi adive-memberg[i] < adive-membership-limit][i]

Dynamic Cardinality Inheritance (new rule): Cardinality constraints are inherited by containing
roles. If onerole mntains ancther role, then the mntaining role must have an adive membership
limit | essthan or equal to that of the contained role.

ViVj i =] > adive-membership-limit[i] < adive-membership-limit][j]

Dynamic Separation of Duty (rule 6): A group d roles may be designated as mutually exclusive
of one another with regard to role adivation, ensuring that at any one time auser may be adive
in orly one of the distinct roles © designated. Dynamic Separation d Duty (DSD) invalving
multiple rolesis expressed pairwise, using the DSD relation. DSD is a memorylessproperty
insofar as no history of adivationiskept for auser. Although DSD roles are prevented from
being adivated simultaneously by a user, they may be adivated conseautively by simply
droppng onerole and assuming another, negating the usefulnessof the property for some
environments.

VXVYVivj icadive-rolegx] /\ jeadive-rolegy] A\ subjed-user[x] =subjed-user[y] >
<i,j>¢DSD

or dternatively
VXVYViVj <i,j>e¢DSD A subjed-user[x] =subjed-user[y] > (icadive-rolegx] > j¢adive-
rolesy])
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DSD Safety (new rule): Aswith S, there may also be implicit DSD relationships regarding
other roles possessng comparable caabiliti es, besides explicit DSD relationships. This property
ensures that implicit DSD relationships are upheld at adivationtime. If auserisadiveinarole,
which has a DSD relationship with another role whose dfedive permissons are asubset of a
third role’s, then the user canna also be adive in the third role.

VXVYVIiVjVp icadive-rolegx] A subjed-user[x] =subjed-user[y] N <i,j>eDSD A
Jk(peeffedive-permissongj] > peeffedive-permissongk]) > k¢adive-roleqy]

DSD Hierarchical Consistency (new rule): A DSD relationship canna exist between two roles
that have a ontainment relationship between them or are @wntained by ancther role in common.
The samerationale that applied for SD appliesfor DSD, namely that a DSD relationship canna
be asserted in such situations withou contradicting the caability intended by the containment
relation.

Vivj (i=j V 3k (k=i A k=j) > <i,j>¢DSD)

DSD Inheritance (new rule): DSD relationships are inherited by containing roles. If onerole
contains anather role that has a DSD relationship with athird role, then the containing role dso
has a DSD relationship with the third role. Through DSD Inheritance, distinct hierarchies of
roles, isolated with regard to role adivation, are asserted from DSD relationships among a basic
set of roles.

ViVjvK izj A <j,k>eDSD > <i,k>eDSD

Dynamic Mutual Exclusion (new rule): A group d roles may be designated as mutually
exclusive of one another with regard to role adivation, ensuring that at any onetime auser may
be adivein orly one of the distinct roles 9 designated. While Dynamic Mutual Exclusionis
similar in functionto DSD, the underlying motivation for isolating rolesis not one of conflict of
interest, but of codifying organizational palicy. Thisdistinctionis subtle, bu criticd in
differentiating asociated properties. In particular, there is no reed for any associated Safety or
Hierarchicd Consistency properties, since no fundamental incompatibiliti es exist among
designated roles. Aswith DSD, this property is memorylessand d limited usefulnessin some
environments.

VXVYViVvj icadive-rolegx] /\ jeadive-rolegy] /\ subjed-user[x] =subjed-user[y] >
<i,j>¢Mutex-adivation

or dternatively

VXVYViVj <i,j>eMutex-adivation /\ subjed-user[x] =subjed-user[y] > (icadive-rolegx]
> jeadive-roledy])

DME Inheritance (new rule): DME relationships are inherited by containing roles, if those
relationships occur with roles outside the mntainment chain o lower inthe dhain. If onerole
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contains anather role that has a DME relationship with athird role, then the mntaining role dso
has a DME relationship with the third role, provided that the third role does not contain either
role andisnat contained dredly by thefirst role (i.e., orly indiredly through the seoondrole).
Aswith DSD Inheritance, this property requires that a speafic type of constraint be upheld
among any containing roles. However, the way in which the constraint is upheld within a dhain
of containing rolesis different in some cases.

Vivivkizj A =(k=j) A (j=k V =(i=k)) A <j,k>eMutex-adivation > <i,k>eMutex-
adivation
Dynamic Operational Separation of Duty (new rule): A group d permissons may be designated
as mutually exclusive of one another with regard to the roles adivated by asubjed on kehalf of
any singleuser. One side dfed of this property isthat no role may be aithorized more than ore
permissonfrom agroup d permissons designated mutually exclusive of one ancther. Aswith
DSD, this property is memorylessand hes limited uility in some environments.

VXVYViV)Vpvq icadive-rolegx] /\ jeadive-roleqy] /\ subjed-user[x] =subjed-user[y] /
perole-permissong[i] /A gerole-permissong]j] > <p,r¢Mutex-perm

or dternatively

VXVyViVvj iceadive-rolegx] N jeadive-roleqy] A subed-user[x] =subjed-user[y] >
<i,j>¢DOSD

or dternatively

VXVYVIVjVpYQ perole-permissongi] /A gerole-permissong]j] /A <p,cpeMutex-perm A
subjed-user[x] =subjed-user[y] > (icadive-rolegx] > j¢adive-rolesy])

or dternatively

VXVYViV] <i,j>¢DOSD A subjed-user[x] =subjed-user[y] > (icadive-rolegx] >
jeadive-roledy])

DOSD Hierarchical Consistency (new rule): The same rationale that applied for SOSD applies
for DOSD. If a containment relationship exists between two roles or a ommon heir to bah
exists, then a DOSD relationship canna exist between them.

Vivj (izj V 3k (k=i A k=j) > <i,j>¢DOSD)
Dynamic Operational Separation of Duty I nheritance (new rule): DOSD relationships are
inherited by containing roles. If onerole antains another role that has a DOSD relationship with
athird role, then the containing role dso has aDOSD relationship with the third role.

ViVjvK izj A <j,k>eDOSD - <i,k>eDOSD
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7. Other Featuresand Properties

The scope of both the original and revised models could be expanded in a variety of areas that for
certain environments would prove useful. The areas include features related to administration,
separation of duty, and role attributes. Though these features are not present in the revised
model, they provide both an understanding of the limits of applicability of the current model and
adirection for further enhancements.

Administration: RBAC can be treated as either a discretionary or non-discretionary access
control method. The treatment given in this paper is oriented toward the latter method. The
model implicitly requires administration roles to be distinct from user roles, insofar as their
permissions deal solely with the policy attribute components of the model: User-to-Role and
Role-to-Permission mappings, containment relations, cardinality constraints, and separation of
duty constraints. Personnel not authorized administration roles are denied these permissions and
must operate within the confines of the roles defined for and assigned to them by an
administrator. Conversely, personnel who are authorized administration roles are restricted to
administration of policy attribute components when active in those roles. Administrators are
expected to maintain strict separation of roles.

Division of rolesin this manner supports the principle of Attenuation of Privileges, which states
that subjects should not be able to increase their privilege or grant to other subjects privileges
they themselves do not own. Separation of authorization aspects from policy attribute
management is useful in practice since authorization must be relatively independent of how
policy attributes, such asroles, are managed [3]. However, acircular dependency between
authorization and policy attribute management exists in such models, since authorization requires
defined policy attributes for controlling access, and specification of policy attributes requires
authorization to that information.

Features of the model to support strict separation of user and administrator roles arelacking. In
order to model the non-discretionary perspective, some additional administrative support
properties could be defined. For example, the model could be extended to account for
administration and user role distinctions with respect to both the type of objects accessed and the
type of role accessing the objects. While motivated by the desire to distinguish between user and
administrator domains within the model, these properties may aso find utility in defining
distinctive sub-domains within those domains.

Separation of Duty: A of separation of duty properties have been defined for the revised model,
the most basic and common being static and dynamic separation of duty. The rationale for
separation of duty properties liesin the notion of conflict of interest avoidance. Users must not
be placed in an environment where permitted actions allow a conflict of interest to occur. Each
separation of duty property involves either mutually-exclusive collections of permissions (i.e.,
roles) or single permissions, and constraining the authorization or activation of users associated
with those permissions.
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In practice, the characteristics and security policy of one environment can be quite different from
that of another, affecting the usefulness of a particular separation of duty property [6, 7]. One
class of distinction aready discussed is the authorization time vs. activation time differences
between static and dynamic properties. In the revised model, all properties, including separation
of duty, are memoryless with regard to the actions taken by a user active within arole or set of
roles. That is, the properties form an assertion that must always hold during authorization or
activation, regardless of the history of actions (viz., operations on objects) that may have
occurred. While satisfactory for some environments, such as databases or operating systems
where the set of operations and objects are somewhat uniform, in other environments, such as
workflow applications, these properties may be inadequate in providing the desired controls.

In [4], anumber of separation of duty properties are discussed, some of which are memoryfull,
contingent upon the past actions taken by auser. While [4] gives aclear overview of both the
variety and richness of thistopic, it also points out situations where history-based constraints
prove useful not only for conflict of interest avoidance, but also for control of workflow.
History-based constraints include maintaining the strict sequence of actions taken on an object or
collection of objects; restricting users to m of n actions on an object or collection of objects,
regardless of the sequence in which roles are activated; and requiring m multiple users acting in
m distinct roles to collaborate on a set of actions on an object or collection of objects. For
example, the second constraint above prevents a user assigned two rolesinvolved in a
memoryfull DSD relationship, from acting on an object in one role and then the other,
sequentially, or while ssmultaneously active in both roles. A normal DSD relationship only
prevents the latter from occurring.

Role Attributes: The only class of attribute that has been defined for rolesin the revised model is
membership limits for both static and dynamic cardinality. Other similar characteristics could
easily be added to the model, extending its applicability to other environments. These
characteristics include constraints on the start and stop activation time for the role, whether a
second authentication is needed to assume the role (e.g., to require a stronger form of
authentication), and whether user acknowledgments are needed for actions being taken by arole
(e.g., to counter aTrojan horse). The type of role, either user or administrator, is another

possible attribute already mentioned in this section.

8. Core RBAC Features

Because there is awealth of properties that one can define in an RBAC model, one question that
commonly arises is whether aminimal subset of properties can be considered as the essentia or
core features of an RBAC implementation. While any determination of core featuresis
subjective, it is, nevertheless, worthwhile to attempt such a categorization in the hopes of
reaching an eventual consensus among developers, vendors, and consumers of RBAC systems.
A genera consensus isimportant to avoid the situation where products advertise RBAC
capabilities, yet only support an alternative mechanism such as user/group access control lists
that can be configured to simulate a particular configuration of roles.
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One example of where a ore feaurelist could be gplied isthe NIST RBAC protedion profile
[5]. The profileidentifies minimal seaurity requirements for controlli ng accessto programs,
transadions, and information, acording to auser’s assgned arganizationa role. The intent of
the profil e isto form the basis for evaluations of products claiming to med the functionality and
aswrancerequirements pedfied.

Table 1 summarizes the basic properties of the RBAC model spedfied in this paper. The entries
within the table indicae whether the property identified from the row and column headingsis
considered a core feaure (i.e., v) or not (i.e., X). While nearly al properties have static and
dynamic counterparts, a couple of them are solely dynamic in nature and blocked out accordingly
within the table.

Table 1. Summary of Core RBAC Features

Property Static Dynamic

Role Hierarchy v

Role Authorization V4
Operation Authorization v
Cardinality v v
Cardinality Inheritance v v
Separation of Duty v v
Separation of Duty Safety X X
Separation of Duty Hierarchical v v
Consistency

Separation of Duty Inheritance v v
Mutual Exclusion X X
Mutua Exclusion Inheritance X X
Operational Separation of Duty X X
Operational Separation of Duty X X
Hierarchical Consistency

Operational Separation of Duty X X
Inheritance

One of the main motivations for RBAC is the ease and flexibility it provides for administering
system privileges for large numbers of users. Roles can easily be established and modified
independently of the user assignments. Role hierarchies further ssmplify the definition and
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maintenance of roles, by allowing many subtle differences in capabilities to be captured and
represented within a system through the containment relation. The ability to maintain
distinctions among roles easily, supports the principle of least privilege, since users can be
assigned the exact set of permissions necessary to perform their assigned tasks under the exact
set of constraints. Although many systems claiming to be RBAC implementations do not
currently support role hierarchies, this property is seen as fundamental for sound administration
practices and, therefore, included in the core features.

Role Authorization and Operation Authorization are essential to properly activate arole and,
once activated, performing actions (i.e., operations on objects) within the system. Without any
doubt, they are mandatory core features. Role Authorization is defined independently of Role
Hierarchy, while Operation Authorization is defined explicitly to account for containment
relationships within the role hierarchy in terms of the effective-roles function.

The remaining items from the set of basic properties are Cardinality, Separation of Duty, Mutual
Exclusion, Operational Separation of Duty, and Separation of Duty Safety. Note that with the
inclusion of Role Hierarchy in the core set, any Separation of Duty or Operational Separation of
Duty property selected causes all associated properties involving role hierarchies (i.e.,
Hierarchical Consistency and Inheritance properties) to be selected as well.

Cardinality is perhaps the most difficult property to categorize. The dynamic form is more
flexible than the static form, yet more difficult to implement. Its use ranges from controlling the
number of user employing a software package for software licensing restrictions, to limiting a
role to asingle member for managements positions where either the manager or a subordinate
acting for the manager may be active, or anumber of managers rotate into the role (e.g., during
shifts). The static form is simple to implement, but has limited use (e.g., establishing a private
rolefor asingle user). Asmentioned earlier, the Cardinality property is only one of severa
constraints associated with role attributes that could be specified. Sinceit isthe only
representative from thisimportant class of properties, both the static and dynamic forms are
included in the core set. With their inclusion, come the associated Cardinality Inheritance
properties.

Separation of Duty is along-standing security principal and one of the earliest motivations for
RBAC [9]. Both Static and Dynamic forms of Separation of Duty properties are well understood
and have a broad base of consistent specification [1, 2, 4, 9]; therefore, they are included in the
core RBAC properties. Operational Separation of Duty properties, on the other hand, are omitted
from the core properties, since they are relatively newer and lack consistency in definition among
various models. As mentioned above, with the inclusion of Separation of Duty also come the
associated Hierarchical Consistency and Inheritance properties.

Separation of Duty Safety is anew property, not specified in any of the references. While an
important feature in some environments, its effects are more subtle and can be mimicked by
disciplined administration practices. For thisreason, it is omitted from the core set of properties.
For similar reasons, all forms of Mutual Exclusion and their associated Inheritance properties are
also omitted from the core set.
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9. Summary

This report has carefully reexamined the original RBAC model and improved it in a number of
areas. Thefirst of these is perfecting the specification by eliminating redundant mappings
between model components and correcting errors in the statement of basic properties, such as
Dynamic Separation of Duty. The second areais the array of additional properties generated by
applying the static and dynamic distinctions to the properties in the origina model to state new
counterparts. Dynamic Cardinality is an example of an extremely useful property generated in
thisfashion. A third, and perhaps the most significant areaof improvement, isthe set of
additional properties developed to extend and complete the model. These properties are the
Safety properties for Static and Dynamic Separation of Duty, Mutual Exclusion properties, and
the Inheritance and Hierarchical Consistency properties for those basic properties affected by role
hierarchies.

The report aso describes the rationale behind a number of potential areas for enhancement, as a
means for understanding the limitations of the revised model. The enhancements identified are
the addition of subject/object domains, role attributes, and action histories. The report concludes
with the identification of a core set of properties considered the minimum set necessary for a
system to be called an RBAC system.
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