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Abstract

RBACManageis a Microsoft “Windows NT” system that has been deped to administer security using a
minimal, role-based access control (RBACGnodel. A demonstration environment is outlined, prior to a
two-phase demonstration/tutorial. The demonstration asipés the security administration aspects of
RBACy and then details the results of an execution of a yymadpplication. Technical aspects of the
implementation are presented to provide an insight l@artapping of roles into Windows NT “groups”.
Future research, particularly for workflow environmerggjiscussed.

Introduction

This paper is the second of two related papers describirptign and implementation of a minimal Role
Based Access Control (RBAQ framework to run on top of the Windows NT 4.0 WorkstatOperating
System. These papers are intended to provide a solid faamd@t future investigation into higher level
RBAC models that are “active”, rather than “passiwehature. The associated paper is entitled “The
Design of a Minimal Role Based Access Control Syateder the Windows NT 4.0 Workstatidn
Operating System” and has been submitted for publication.

RBACManagers a Windows NT application that has been developed toragter system security using a
role based access control (RB@dmodel. This allows security administration to betialy managed at a
higher abstraction level, which leads to simpler orgdioisal security implementation and therefore fewer
errors. Unlike recent applications that have focused on integr&BWC at the application level,
RBACManageintegrates the RBAC framework at the operating sy$eel. This provides facilities that
are sufficiently flexible to support a wide range of aggilns with minimal customization.

This paper is intended to demonstrate the use and applicdiRBACManager The sections within the
paper are structured as follows:
» RBACuy Implementation Details
Outlines briefly the software technologies to implement RBAC

» RBACy Demonstration Details and Entities
Describes the conditions and scope of the demonstration. Presentsitiee antd
relationships used throughout the demonstration

> RBACy Demonstration
Demonstrates the role based nature of RBAC Manager and provides evitenR8AC
Manager successfully manages security at a high level. This seati®a step-by-step
tutorial approach to illustrate the application and use of RBAC Manager. licptar, as
RBACManager manages the underlying Windows NT security mechanismegtibis s
highlights the impact on the Windows NT security entities as & adsah action taken in
RBACManager.
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» RBACy Summary
Discusses briefly some issues arising from the implementatidBAGIR
» Technical Highlights

Outlines many of the Windows NT security specifics that wqtereel to successfully to
implement RBAG

» Future Research
Where does RBA{go from here?

RBAC 1 Implementation Details

The implementation language chosenHBAC,, was the Python scripting language. Python is a higél-lev
object-oriented programming language. As with other scripginguages, like Perl, Python is a
dynamically typed language. The main RBACManager comfpigthon program is 15,139 bytes in length.

Python provides a rich set of libraries that may beluse addtion, PythonWin contains a Microsoft
Foundation Class (MFC) based library with a rich irtegfto MFC, which was used extensively in the
implementation oRBACManager.Python also allows module extensions to be creat@uy(adanguage
such as C) to implement features not found in standar@RytRorRBAC, a module extension was created
to provide an interface to the LAN Manager API and the WiB&Curity API.

All aspects of Python are object-oriented. Pythonements late binding of objects so the value of an
object is resolved at run time through a dynamic namelsedris feature was exploited by this
implementation in that the same method name is apfdi®ole, User and FilePermissions classes.

RBAC \» Demonstration Details and Entities

The exposition of RBA is conducted in two phases. Firstly, the security agtn@tion provided by
RBAC Managers outlined. This demonstrates the concept of RgAaGd howRBAC Managefulfills the
requirements of an RBAEframework. It will also show that RBAECsimplifies security administration by
providing a high level, centralized mechanism to adminsteurity.

The second phase will involve demonstrating and providindeezce thaRBAC Managehas enforced the
security administered in phase 1. A minimal prototypdiegjion was developed to assist with phase 2.
This shows thaRBACManageprovides a mechanism to successfully administer seauhitg fulfilling

the requirements of RBAg



A number of entities and entity relationships are apgleoughout this demonstration. These are presented
below.

User Entities

User Name Full Name Password

Allan Allan Miller Allan

Brett Brett French Brett

Carolyn Carolyn Landers Carolyn

David David Rogers David

Ella Ella Smith Ella

Fran Fran Urkhart Fran

Geoff Geoff Daken Geoff

Helen Helen Willis Helen

Julie Julie Handcock Julie

Marsha Marsha Yang Marsha

Nathan Nathan Ford Nathan

Steve Steve Soberon Steve

Trent Trent Bridge Trent

Will Will Dodds Will

Yang Yang Hilltop Yang

Role Entities
Role Name Role Description Max. Users

Accounts Payable Accounts Payable Role 2
Accounts Receivable Accounts Receivable Role 2
Administration Administration Role 3
Admittance Admittance Role 2
Doctor Doctor Role 2
Intern Intern Role 1
Nurse Nurse Role 4
Nurse Assistant Nurse Assistant Role 2
Specialist Specialist Role 1

Entity Relationships

Role-Role Membership (member roles that will form the role hierarchies)

Role Name Member Roles
Accounts Payable Nil
Accounts Receivable Nil
Administration Nil
Admittance Nil
Doctor Intern

Nurse
Intern Nurse
Nurse Nurse Assistant
Nurse Assistant Nil
Specialist Nurse




Role-User Membership (valid users for a role)

Role Name Member Users

Accounts Payable = Marsha

=  Nathan
Accounts Receivable = Allan

= Geoff
Administration = Carolyn

= Helen

=  Steve
Admittance = Helen

= Yang
Doctor = Brett

= Ella
Intern = Will
Nurse =  David

= Julie

= Trent
Nurse Assistant = Carolyn

=  Fran
Specialist = Brett

Note that 1) Carolyn is in “Administration” and “Nursegistant”, 2) Helen is in
“Administration” and “Admittance” and 3) Brett is fDoctor” and “Specialist”.

Role Mutex (roles that will be mutually exclusive)

Role Name

Member Roles

Accounts Payable

Accounts Receivable

Accounts Receivable

Accounts Payable

Administration Nil
Admittance Nil
Doctor Nil
Intern Nil
Nurse Nil
Nurse Assistant Nil
Specialist Nil

Role Permissions (permissions assigned to each role)

Role Name Member File Permissions
Accounts Payable \RBAC Project\RBACDemo\payable RW
Accounts Receivable \RBAC Project\RBACDemo\receivable XRW
Administration \RBAC Project\RBACDemo\patient R
Admittance (* no file accessed *)

Doctor \RBAC Project\ RBACDemo\treatment X
Intern \RBAC Project\ RBACDemo\treatment W
Nurse \RBAC Project\RBACDemo\patient W
\RBAC Project\RBACDemo\treatment R
Nurse Assistant \RBAC Project\RBACDemo\patient R

Specialist

(* no file accessed *)




RBAC v Demonstration — Phase 1: Security Administration

Adding Users and Roles
After adding all the users and roles presented in thequevables, thRBACManagetJser ViewandRole
Viewresemble the following two screens, respectively.

RBAC Manager

RBAC Manager -] Acocounts Payable
-1 Accounts Receivable

-2 Adrministration
-0 Admittance
- Doctor

7 Intem

- Nurse

27 Murse Azsistant
(23 Spesilist




Examination of the Windows NT Security Database usingtW4anager” shows that the “users” and
“roles” have been addedNote that the roles have been added as groups

i User Manager

unt for administering the computerfdomain
Allan
Erett Brett
Caralyn Caralyn
Dawid Dawid
Ella Ella
Fran Fran
Geoff Geoff
Guest Built-in account for guest access to the computer/domain
Helen Helen
Julie Julie
karsha karsha
MNathan MNathan
Steve Stewe
Trent Trent
Wil il
Yang Yang

i s o Tt i s o s i s s T

£ Accounts Payahle

4 Accounts Receivable

e Administration

G Administrators kembers can fullky administer the computer/domain
B Admittance

£ Backup Operatars tMembers can bypass file security to back up files

W Doctar

i Guests Users granted guest access to the computer/domain
e Imtem

B Murse

B Murse Assistant

g% Power Users kMembers can share directories and printers

@ Feplicator Supports file replication in a domain

G Specialist

2 Users Ordinany users

Assigning Actual Roles to “Roles”
After assigning the member roles, as presented iRthe — Role Membershtpble, theRBACManagerole
hierarchy view resembles:

RBAC Manager

-2 Adrministration

-0 Admittance

B Doctor

-3 Intem

=N

27 Murse Assistant
- Muise

22 Intem

-2 Murse

27 Murse Azsistant

220 Specialist

227 Intem
ED Murse




As Windows NT doesn’t allow local groups to be members of othdocal groupsthis function does not
actually modify any underlying structures in the Windows Mgusity sub-systemRBACManager
separately controls the role hierarchy in its own degabThis will be further examined in the RBAC
summary section.

Assigning Users to Roles
After assigning the users to the roles as specifiedeRole-User Membershifable the(RBACManager
User ViewandRole Viewesemble the following two screens respectively.

RBAC Manager
RBAC Manager

7] Accounts Receivable
Brett

{1 Doctar @ gllar;f
(1 Specialist | .go _
Caralyn EID Adrministration
(L1 Administiation «[B] Carcln

[ Murse Assistant @ Helen
i ~[F] Steve

EID Admittance
~[8) Helen

B Accounts Feceivable

@ Yang

E-] Doctor
@ Brett

Geoft -B Els

[ Murse dssistant

Intem

B wil

Murse

B David

[ Accounts Receivable
Helen
[ Admiristration

: 1 Admittance

BB Julie

When a user is assigned to a rd@ACManageupdates the underlying Windows NT Security Database.
Role members become members of Windows NT groups. UsingdiWs' NT’s “User Manager” the
changes thaRBAC Managehas made to the Windows NT Security Database mayspected. The
screens below show that the users that were madensstebers have become members of the underlying
groups. Three examples (Accounts Payable, Accounts\Rébei Administration) are shown below:

Local Group Properties 3 j Local Group Properties

£ HMasha
€ Nathan

Carolyn
Helen
Steve




Assigning Role Mutex

After assigning the roles described in Bhale Mutexable as mutually exclusive, tRBACManagerRole

Mutex Viewresembles the following screen

RBAC Manager

E-_1 Accounts Papable
. [ Accounts Receivable
Accounts Receivable
[ Accounts Payable
{2 Adminigtration
@ Admittance

already been assigned to thecounts Payableole which is mutually exclu
displayed so they cannot be selected.

Role Properties Role Properties

Defining roles as mutually exclusive does
not alter the underlying Windows NT
security mechanisms

Once roles have been made mutually
exclusive certain restrictions are placed on
these roles. In particular, a user, role, or
file permission cannot be assigned to both
the mutually exclusive roles. This is
illustrated below by showing that users of
the Accounts Payableole cannot be
assigned to the mutually exclusive
Accounts Receivablele.

The bottom left screen shows tidartha
andNathanare members of the Accounts
Payable role.

The bottom right screen shows that neither
Martha nor Nathancan be assigned to the
Accounts Receivablele as they have

sive. That Martha or Nathanare not




This screen shows that the fiIRBAC
ProjecttRBACDemo\payabl&ias been
defined with file permissions linked to
the Accounts Payableote.

RBAC Manager

] Accounts Payable
~[B “RBAC Project\RBACD emo'payable
L] Accounts Recsivable
~[B “RBAC Project\RBACD emo‘receivable
| Administration
L7 Admittance
=23 Doctor
-3 Intem
E E@ Murse
{1 Murse Assistant
E@ MHurse

EII@ Intem
220 MHurse

(Rt

(Rt

27 Murse Azsistant
-] Specialist

Role Properties

Mutually exclusive roles
cannot share common file
permissions. That iSRBAC
ProjecttRBACDemo\payable’
cannot be allocated the
Accounts Receivablele as it
has been allocated the
mutually exclusive role
Accounts PayableOnce
again, it simply is not
displayed, preventing it being
selected.

It is worth noting that role
members of mutually
exclusive roles also become
mutually exclusive. For
illustration purposes,
Administrationhas been
made a member @fccount
Payableas shown here:

In this caseAdministration
alsobecomesnutually
exclusivewith Account
Receivabléy transitivity .

HospitalObjects. py
HozpitalObjects. pyc
patient

PatientD etails, py
PatientD etails. pyc
PatientD etailshd ain, pyc
REACDema.dll
REACDemo. py
receivable  [RWwi]
Saminterface.dl
test.py

treatrnent

RBAC Manager

: ayable
Accaounts Receivable

EII@ Accounts Receivable
220 Accounts Payable

{1 Administration
-2 Admittance
-7 Dactar

-2 Intern

-7 Murse
-] Nurse Assistant

27 Specialist



This is illustrated in this
diagram by the fact that the
file permissions previously
assigned to thAccounts
Receivableole (\RBAC
Projectt RBACDemo\receiva

ble’) cannot be allocated the

Administrationrole.

Role Properties

@ Administrationtd ain, pyc
DEManager.py
DEManager.pyc
HospitalObjects. py
HospitalObjects. pye
patient

PatientD etails. py
PatientD etails. pyc
PatientD etailsh ain. ppc
payable
RBACDemo.dl
RBACDemo.py

RBAC Manager

Likewise, if we assign
the file Yastempto the
Administrationrole as
shown:

the Accounts Receivabtele cannot

be assigned the filédstemfy

which this screen illustrates:

(Rt

3]

B-2] Accounts Receivable

: . SRBAC ProjecttRBACD emo'receivable

EII@ Administration
B hastemp

-] Admittance

g-7] Doctar

7-_] Intem

7-1_7 Murse

-] Nurse Assistant

L7 Specialist

(Rt

]

Role Properties

{1 RBAC Project




RBAC Manager

It is also worth noting that it is not
possible to define two roles as
mutually exclusive if it will violate | [&-C3 Accounts Papabie
the role’s current users, roles and @ i;cwn:s?eceivable
1 1 rminiEirakion
permissions. "B Corot
For example, in the following
illustrations, if we attempt to
define the Administration role to
be mutually exclusive with the 73 Doctor
Admittance roleRBACManager 77 Intem
will report an error and not allow 100 Nuse
the role to be defined as mutually | |2 = Huse dssistant
f-_1 Specialist
exclusive.

Here, we attempt to make the FEIENEETINTS
Admittanceole a member of
the Administrationrole.

@ Accounts Payable
B Accounts Receivable

B Murse Assistant
B Specialist

The attempted operation will result in ~ Rleialaiii

RBACManagereporting the following
error, (since user Helen is in both roles)
and not allow the operation to be
executed.




Assigning Permissions

The RBACManager
Permissions Viewesembles
this screen after assigning the
permissions described in the
Role Permissiontable.

RBAC Manager

EH@ Accounts Payable

l&;@@@ Accounts Beceivable

B “RBALC ProjectRBACDemoreceivable

. 2 .Administration
Note particularly the

permissions assigned to the
various instances of the patie
and treatment files. These will
accumulate since roles
accumulate permissions from
their children in the hierarchy.

-] Admittance
E-0 Doctor

7 Intemn

(L Murse Assistant
MHurse

Murse Agsistant

RBACManagecontrols the file's access control (A7 (ol
by adding the role’s underlying group to the file’
access control list (ACL). The following diagra
illustrates this by showing the files ACL.

8¢ & drninistrators
Evenjone
SYSTEM

This screen shows the ACL for tpayablefile,

File Permissions

and this screen shows the ACL for tieeeivable
file.

Administrators

Evenjone
SYSTEM

B “RBALC ProjectRBACDemo\papable

. SRBAC Projecty RBACD emo’patient

B “REBAC ProjecthREBACD emotreatment

“RBALC ProjectsRBACDemo'patient
SRBALC ProjecthRBACDemattreatment  [R]

[R]

(Rt

IR)

]

. “RBALC ProjectsRBACDemoktreatment  [w]

\RBAC ProjecttRBACD emobpatient )
SRBAC ProjecthRBACD emaottreatrment  [R]

(/]

. SRBAC ProjectyRBACD emopatient R

Full Control (&)
Change [RwxD)
Full Control (&)

Special Access

Full Control (&)
Change [RwxD)
Full Control (&)

Special Access



These two screens demonstréuat roles File Permissions
accumulate permissions from children in
the hierarchy.

The first screen shows the ACL for the (T — Full Cantrol (1]

patientf”e. 4% Doctor Special Access (W)
Evenjone Change [RwxD)
L2 Intern Special Access [RWw)
Murze Special Access (AW
G Murse Aasistant Special Access (R)
e Specialist Special Access (W)

Special Access

File Permissions

The second screen shows the ACL for the
treatmenfile.

Full Contral [All)
Special Access [Aw]
Change [RwxD)
Special Access [RWw)
Special Access (R)
Special Access [RWw)
Full Contral [All)

Full Cantrol




RBAC v Demonstration — Phase 2: Execution of Prototype Ap plication

The main menu of the prototype Hospital Demo Application

application developed to
demonstrate the successful
security administration by
RBACManageis shown here.

As can be seen the menu contains 4 options that access the files specified below:

Option

File

Patient Details

\RBAC Project\RBACDemo\patient

Treatment Details

\RBAC Project\RBACDemol\treatment

Accounts Receivable

\RBAC Project\RBACDemo\receivable

Accounts Payable

\RBAC Project\RBACDemo\payable

Patient Details Menu Option

Patient Details Main

The Patient Details menu
option displays the following

screen:
David Jayne
Helen Ukrane
Karen Gilcrest

A user requireREAD Patricia Hiccup
access to thpatientfile to
access this option.

212 Main 5t, Sunrwbank, 4103

12 Hillcrest &y, Bowen Hills, 4302
3 Davrod Sheet, Femypgrove, 4438
45 Cricket 5t, Coopers Plains, 4108

Patient Details

The Add Patient button displays the
following screen:

A user require$VRITEaccess to the
patientfile to add a patient.

3345 4778
3278 47584
3834 3873
3277 4672




Treatment Details Menu Option

Treatment Detailz: Main

The Treatment Details menu
option displays the following
screen:

David Jawne
Helen Ukrane
Karen Gilcrest

A user requireREADaccess to
thetreatmenfile to access this
option.

Bare b amraw
Broken Bone
Stitches for cut in am.

Treatment Details

The Add Treatment button displays
the following screen:

A user require$VRITEaccess to the
treatmenfile and READaccess to
thepatientfile to add treatment
details.

Accounts Receivable Menu Option

Accounts Receivable
The Accounts Receivable
menu option displays the e
following screen: 23/03/98

A user requireREADaccess
to thereceivabléfile to access
this option.

Government Funding
Karen Gilcrest




Revenue Details

The Add Revenue button ]

displays the following
.
-

screen

A user requireVRITE
access to theeceivable
file to add revenue
details.

Accounts Payable Menu Option

Accounts Payable

The Accounts Payable
menu option displays the

following screen: 03/03/95 ‘Wilson Medical 5uppliss
12/03/98 Q-Spare Tyres
22/03/98 Petty Cash
01/04/98 Dee's Chemist

A user requireREAD
access to thpayablefile
to access this option.

The Add Cheque o[ 1te gl Cheque Datails
displays the following
screen:

A user requireVRITE
access to thpayablefile
to add cheque detalils.



Test Cases

The following test cases illustrate tiRBACManagehas enforced the desired security.

Marsha (Accounts Payable)

Access Ermror

Attempt to access Patient Details.

Denied as specified.

Y'ou do not have read access to patient DB

Accounts Payable
Attempt to access Account
Pavable Cheque # | Date | Ta Armount |
y . am 03/03/98 Wilzon Medical Supplies 450,00
onz 12/03/98 (-Spare Tyres 75.00
e 004 22/03/98 Petty Cash E0.00
Allowed as specified. 006 O1/04/38  Dee's Chemist 45.00
 Add Cheque | Exit
Allan (Accounts Receivable)
Attempt to Access Accounts RN G|
Payable Y'ou do not have read access to payable DB
Denied as specified
Accounts Receivable
Attem pt to access accounts
receivable. Fevenue # | Date | From Amount |
oo 12/03/98 Government Funding 400.00
ooz 23/03/38 Karen Gilcrest 120.00

Allowed as specified




Attempt to add revenue
details.

Revenue Details

Rewenue #: o3 Date: I-I 7/0E/33
B IGeorge bimbo
Far: Drugs

Arnount$): |22E"Dlj
OF. I Cancel |

Successful as specified
in the role permissions
table.

Fran (Nurse Assistant)

Attempt to access treatment

database. Denied, as Fran only has

access to the patient database.

Accounts Receivable
Fevenue # | Date | Frarm Arncuint |
am 12/03/98 Government Funding 400,00
ooz 23/03/98 F.aren Gilcrest 120,00
oo 170698 George Mimbo 220,00
Exit |
Access Emor
‘f'ou do not have read access to treatment DB
Patient Details Main

Patient D etails:

Attempt to access

patient details.

Allowed as specified.

Fatient Mame | Patient Addrezz | FPhaone |
David Jayne 212 Main 5t. Sunnybank, 4103 3345 4778
Helern Ukrane 12 Hillcrest &y, Bowen Hills, 4302 3278 4784
K.aren Gilcrest 9 Davrod Street, Fermygrove, 4438 3934 3873
45 Cricket St, Coopers Plains, 4108 3277 4672

Patrizia Hiccup

Exit |




Attempt to add patient details. Access Error

'ou do not have wiite access to patient DB
Denied since Fran only has read
access, not write.

David (Nurse)
Patient Details
Attempt to Add Patient Details

Patient Marne: I‘J ane Smith

Patiert Address:  |3/43 Diibble Comer

Phate Murber: |32?? 04733

Ok I Cancel |

Patient Details Main

Patient Details:

Allowed since David

Fatient Mame | Paticnt Addrezs | FPhione |
has access to the David Jayne 212 Man 5t, Sunnybark, 4109 3345 4778
. Helen Ukrane 12 Hillzrest Ay, Bowen Hillz, 4302 3278 4784
patients database. Jane Smith 343 Dribble Comer 27T 04732
Karen Gilcrest 9 Davrod Strest, Fermparove, 4438 3834 3873
Patricia Hiccup 45 Cricket St, Coopers Plains, 4108 3277 4672

Exit |

Treatment Details Main E

Patiert Dretails:

Attempt to access treatmen

details: Wit # | Patient | Treatment Details | Treatment Cost|
oo David Jawne Bare Marrow 990,00
aoz Helen Ukrane Broken Bone 250.00

Also allowed since David 0oz F.aren Gilcrest Stitches for cut in arm, 120.00

has access to treatment

database.

Acceszs Emmor
Attempt to add treatment details:
r'ou do not have wiite access bo reatment DB
Not allowed since David only has
read access, not write.




Ella (Doctor)

Treatment Details

Attempt to add treatment details:
p Treatment Mumber; IDDDE

Patient; I Helern Ukrane j

Treatment Details: ILung Lancer

Treatment Cost$): I?D5-DD

Cancel |

Treatment Details Main
A| |owed as Patient Oetails:
SpECified . Wisit # | Patient | Treatment Details | Treatrment Cost |
005 Helen Ukrane Lung Cancer F05.00
o Diavid Javne Baone Marraw 990,00
ooz Helen Ukrane Broken Bone 250.00
0o3 Karen Gilcrest Switches for cur in arm. 120.00

Access Error
Attem pt to access account

receivable ‘f'ou do not have read access to receivable DB

Denied as specified.

RBAC y Summary

The RBAGy administration tool, RBACManager, was successfullylemgnted in Windows NT. This tool
proved that an RBAC framework could be implemented undeparating system such as Windows NT
that supports access control lists (ACL). The implasatgon provided an insight into Windows NT and
RBACwy and has provided a solid foundation for the future resehaths discussed later in this paper.
Some issues arose from this experimental implementakizese are discussed below.

RBAC y Administration Tool Design

The RBAGy administration tool uses it's own database to steedRBAC configuration. This database is
separate from the Windows NT security mechanism. Th&@Badministration tool simply manages the
configuration (role hierarchies, constraints, etc) aaddiates the RBAC configuration into the underlying
Windows NT security mechanisms. For example, a rdiarslated into a group.



Further research could investigate aligning the informatiored in the RBA{ administration tool and the
underlying Windows NT security mechanism. This may provide & mohesive, extendable solution, if
technically possible.

Concurrent Access

One issue not addressed in the implementation iséwtable simultaneous access by multiple processes.
In particular, if another process tries to acceskes fACL while the RBAG; administration tool is updating
it, there could (more than likely) be disastrous effadorst case scenario could be complete loss oflthe fi

This was outside the scope of this initial version. Hawvgthere is a definite need to serialize the access t
the ACL to ensure the tool is sufficiently robust toaxe in a distributed environment.

Everyone Group

Another problem encountered was that every file creatathined the “everyone” group in its ACL. (In
Windows NT the “everyone” group is a special (super)groupinicaudes all other default Windows NT
groups and any local groups and therefore the members obEtedse groups). This allows anyone to
access the file although the RBA@dministration tool had not explicitly granted access.

All RBAC ) created files contained the “everyone” group in the A@ice the file was created under the
root directory (C:\) which is a container object. Thisams that every file created in the container object
inherits the container’s ACL. This will require furthakestigation to provide a secure system that is fully
controlled by the RBAg administration tool.

Technical Highlights

The goal behind the RBACimplementation was a detailed investigation into WindbMissecurity and the
RBAC paradigm to discover the best approach for integgath RBAC framework. This led to some
challenging and interesting technical achievements duringnipiementation. Some of these are presented
below.

Application Level vs. System Level

In operating systems other than Windows NT it is quitarcon to find user databases and passwords lists
for individual applications. These multiple databasesnaaintained to restrict access by a subset of users to
the different functions of an application.

This is illustrated in Windows and DOS operating systenergthere are normally many lists of passwords
defined for many different purposes. For example a uagrb@a required to provide a password when
logging on to each domain (or File Server in NetWarehemetwork, another to access e-mail, and yet
another to get back into the system after the screem bas kicked in.

In Windows NT, additional passwords would be redundant asaselhnecessary, and would probably
prevent these applications from selling into a C2-seawieament. Instead, system administrators simply
create groups with the required restrictions to precludevilgged users. The application is then able to
use theNin32 security API to determine whether the current user qualifies to paréartain operations
throughout the application.

This was the approach adopted for the implementati&GBa&{Cy,.



Impersonations

In Windows NT, the security levels are assigned to wsstanot the processes or threads that execute.
Therefore, the security abilities for a process ogdatl change as different users (with different security
levels) execute them. This may be permissable fodatane applications as each user executes the
application in their own address space.

However, development of a client-server applicateguires great care when dealing with access to secure
objects. As the server portion of the applicatiomnder control of the system which is likely to have
extended privileges, a request from a client may restitta server returning data to which the client does
not have access. This is a breach of security.

To overcome such problems Window NT provides a concept knewnggersonation. Impersonation in a
client-server application in general, and in Windows Miworks in particular, is very widely used.
Impersonation is the act of taking the identity of arotiser account and acting in its security context, akin
to the UNIXsuidfeature. Therefore, in client-server applications, mspeations allow servers to access
data on behalf of privileged clients by assuming the sedaxigf of the client.

Furthermore, any process in the Windows NT system myag impersonate any other process. Such
actions are under the control of the operating systemsefcurity reasons, otherwise there would be no
security at all.

Also, some Win32 functions require impersonation toKerstead of the access token) as a parameter. For
example, RBAG required calling the AccessCheck() function to deternfiaaiser has particular access to
an object. The AccessCheck() function requires an isgpation token of the currently logged on user. To
get an impersonation token in this situation, you hawpersonate yourself. Here’s how you do that:
1. Call ImpersonateSelf() to begin the impersonation.
2. Call OpenThreadToken() to get a HANDLE to the impersondoken. You must
use OpenThreadToken() because OpenProcessToken() reéeiorginal token of
the process.
3. Do whatever you need with the token. In this pasicohse, call AccessCheck().
4. Call RevertToSelf() to end the impersonation.

Groups

A group is a useful mechanism which helps to simplify thaiaistration of users on a network. A group is
a “named collection of users”. A group is assigned aj@Das an individual user. By using a group’s SID
in a discretionary access control list of a secudégcriptor, you may deny or allow access for all uisers

the group. Windows NT has two types of groups: Global arwdlgroups. A global group is a named
collection of user accounts that is visible to any comppaeticipating in a domain. A local group only
exists on an individual computer.

Windows NT local groups can contain global groups as memlb&ya/ever, Windows NT global groups
cannot have local or global groups as members. Unforlynties adds extra complexities when dealing
with the role hierarchies of an RBAC framework. K tbhperating system allows groups to be members of
groups the role hierarchy could be handled by the underlyingmgesystem. However, RBACQrequired

the RBAGy program to accumulate the permissions from roles lawtte hierarchy to determine the
access level to assign to a file’s ACL for the rosresponding group. Also, if a lower lever role’s
permissions are changed all the roles higher in therbigraequired the permissions to be re-calculated and
each corresponding file’s ACL must be updated. Thmethices efficiency issues for large hierarchies.



Future Research

RBAC Issues

Although there is much agreement on the basic concegtgadue of RBAC, a number of remaining issues
still confront the RBAC community. Considerable reskaand work remains to develop solid theoretical
and practical foundations in the area.

First and foremost the continuing evolution of RBA@ade to be closely monitored to ensure that industry
proceeds in a common and consistent direction. Althatigine time of the RBAfs implementation it was
unknown if a common formal framework will be acceptadeoss the entire industry, there is a clear need
to define and guide the evolution of a reference modetgiedo 1996). This will also require careful
consideration to ensure that the evolving RBAC aligns atitler emerging concepts and models in
computer industry such as the Internet, interoperabletsigad software components, and workflow
automation (Ferraiolo 1996). Subsequent to the developrh&BACy an RBAC “Common Criteria”
specification became available in September 1998.

Recent interest in RBAC has focused on integrating RBADe application level (Sandhu et al. 1996).
Applications have been built with RBAC encoded witlia aipplication itself. Operating systems,
however, provide little support for application-level us&®&BAC. Therefore, a challenge facing the user
community is identifying application-independent facilitibat are sufficiently flexible, yet simple to
implement and use, to support a wide range of applicatitbnminimal customization.

There also appears to be a lack of research relatitiggtmanagement aspects of RBAC that needs to be
addressed before the industry advances. In partitbadevelopment of a systematic methodology that
guide the analysis and design of an organization’s RBAQgumation (role hierarchies, constraints,

RBAC management in a unified framework) is one area megyparticular research attention (Sandhu
1996). There is also little discussion in the literategarding the constraints applied within an RBAC
environment. That is, the categorization and taxononapos$traints, along with some measure of difficulty
of enforcement.

Workflow Environments

It has been discovered that the currently acceptedmofiRBAC is not ideally suited for the security needs
of all organizations (Sandhu et al. 1996). More sophisticatetels are required to control access in
situations where sequences of operations need to be gdysuch as workflow environments.

The completed research effort, RBjAhas provided a solid foundation for investigation into &idavel
models that are active in nature. Most well knowreas@ontrol models are considered to be passive in
nature. These models do not distinguish between permigsggnment and activation. Furthermore,
passive security models are not capable of representewnsidering any levels of context when processing
an access operation on an object. It is expectedcthse security concepts to be an important area of
future research and we believe they will influence triution of RBAC.

Although, RBAC has been identified as a security modeboald be well suited in collaborative
environments, such as workflow management systems, theeass rigid nature of current RBAC models
present problems that prevent a natural integratiopatiicular, current RBAC models do not allow fine-
grain control of individual users in certain roles andratividual object instances. RBAC also provides no
support for the context associated with collaboratgis.

Further research will be conducted in this area andnitithlly involve a detailed examination of the
suggested model proposed by Thomas (1997). Investigation fadet work by Bertino, Ferrari & Atluri
(1997) will also be conducted in the area such that a bigh &ccess control language/parser/interpreter



could be defined and developed which is suitable for incorparatto modern operating systems such as
Windows NT.

In summary, the overall aim and intent of the prodassearch will be to investigate current RBAC models
and the possible methods that can be applied to trangfasaive models into active models such that they
can fulfil the current security requirements of callediive environments.
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